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Reducing Demand and
Preventing Trafficking
In Human Beings

Lisbon, 8-9 September 2022
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Key topics

e  Demand reduction and prevention
initiatives

e  Cyber-enabled trafficking and using
technology to prevent and counter
THB
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Reducing Demand and Preventing Trafficking in Human Beings
-

Thursday, 8 September 2022

08:30
09:00

Arrival and registration of participants

Welcome and introduction
Fernando Vaz Ventura, Ramin Farinpour

SETTING THE SCENE: UNDERSTANDING DEMAND AND ITS IMPLICATIONS
FOR ANTI-THB POLICY

09:10

09:45

10:30
10:45

Chair: Ramin Farinpour

Understanding the scope and nature of demand and key solutions and
strategies in discouraging it
Evan Karr

The complexities of demand and assessing the impact and potential of

demand-side measures to reduce trafficking: findings from the DemandAT

project

e Policy measures that steer demand and their impact

e Demand and trafficking for the purposes of sexual exploitation and forced
labour

Suzanne Hoff

Discussion

Coffee break

RESPONSES TO DEMAND REDUCTION: REGULATORY MEASURES TAKEN
BY MEMBER STATES

11:15

11:45

12:15
12:30

13:30

14:00

Chair: Evan Karr

The Swedish model to counter demand for trafficking in human beings:
criminalising the purchase of (sexual) services — has demand been reduced
or displaced?

Anna Ekstedt

Addressing demand within the framework of a national anti-trafficking

strategy: the example of Portugal

e Criminal justice measures, campaigns and education programmes,
awareness-raising measures in key industry sectors

Manuel Albano

Discussion

Lunch

The Dutch approach to countering demand for trafficking in human beings
Conny Rijken

Discussion

RESPONSES TO DEMAND REDUCTION BY RELEVANT ACTORS

14:15

14:45

15:30

15:45

Chair: Ramin Farinpour

Law enforcement work in countering demand

e Countering organised crime groups, forced labour and prostitution

e Cross-border law enforcement activities and cooperation with Europol
Edite Fonseca Fernandes

Cyber-enabled trafficking: using technology to counter THB within the
context of its demand

Radu Cucos, Thi Hoang

Discussion

Coffee break

Objective

This final seminar in a series of three co-
financed by the European Commission will
analyse the scope of the problem of
demand for trafficking in human beings
(THB) and how it can be countered with
prevention initiatives on demand reduction.
Clamping down on new and emerging tools
being used by traffickers, in particular in
the cyber domain, will be examined.

The work of various EU Member States
and (international) organisations attempting
to reduce demand will be looked at from
both a judicial and a law enforcement
perspective, as well as the work done by
relevant actors in awareness raising.
Regulatory and legal measures to reduce
demand, including the criminalisation of the
use of services exacted from victims of
trafficking, will be illustrated.

Workshops will form a part of the seminar.

Who should attend?

Judges, prosecutors, law enforcement
officers, civil society/NGOs from eligible EU
Member States (Denmark does not
participate in the Internal Security Fund -
Police 2014-2020) and eligible Candidate
Countries (Albania and Montenegro).

Venue

Portuguese Centre for Judicial Studies
(CEJ)

Largo do Limoeiro

Lisbon

Portugal

Participation fee and
reimbursement of costs

Participation fee: €120, including
documentation, lunch and a joint dinner

Travel costs up to €300 will be reimbursed
by ERA upon presentation of the original
receipts, tickets, boarding passes or
invoices after the seminar.

Two nights' hotel accommodation up to
€125/night will be reimbursed by ERA upon
receipt of the original invoice.
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SIMULTANEOUS WORKSHOPS

16:15

18:15
19:30

e Prevention initiatives to counter demand
Manuel Albano, Suzanne Hoff

e Using technology to counter THB
Radu Cucos, Thi Hoang, Szonja Szabo

e Countering demand for labour trafficking
Kevin Hyland

e Cross-border and cross-platform cooperation in relation to demand
reduction
Marius Burcea, Edite Fonseca Fernandes

End of first day

Joint dinner

Friday, 9 September 2022

09:00

Workshop reports

V.

RESPONSES TO DEMAND REDUCTION BY RELEVANT ACTORS CONT.

09:15

09:45

10:15
10:30

11:00
11:30

12:15

12:30

13:00
13:15

Chair: Ramin Farinpour

Dealing with demand for sexual exploitation, assisting and protecting

victims

¢ Identifying victims, harsh penalties for traffickers and users of services of
victims of trafficking: overview of measures in Romania

¢ Information campaigns to counteract demand, cooperation with NGOs

e Countering online recruitment and grooming within the context of information
campaigns

Marius Burcea

A judicial perspective on reducing demand

e Criminalisation of services obtained from victims of trafficking

e Penalties for traffickers and users of services of victims of trafficking
Chandra Gracias

Discussion
Coffee break

Survivor statement

Tackling demand for labour trafficking

e Tools and methods

e Latest (legislative) developments

e Cooperation between public authorities, the private sector and civil society
Kevin Hyland

Discussion
Raising awareness and countering demand within the supply chain: the role

and responsibilities of labour inspectors

° Partnerships with private sector and civil society
Susana Luz

Discussion

End of the seminar

For programme updates: www.era.int
Programme may be subject to amendment

Your contact persons

Ramin Farinpour
Senior Lawyer
E-Mail: rfarinpour@era.int

Susanne Babion

Assistant

E-Mail: shabion@era.int
Tel.: +49 (0) 651 9 37 37 422

CPD

ERA’s programmes meet the standard
requirements for recognition as Continuing
Professional Development (CPD). This
event corresponds to 11 CPD hours.

Co-funded by the Internal Security Fund -
Police (2014-2020) of the European Union

The content of this programme reflects the
views of the author only and is his/her sole
responsibility. The European Commission
does not accept any responsibility for use
that may be made of the information it
contains.

Apply online for this
seminar:
www.era.int/?131172&en
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Apply online for

Reducing Demand and Preventing Trafficking in Human
Beings

Lisbon, 8-9 September 2022 / Event number: 322DT102

Terms and conditions of participation

Selection

1. Participation is open to judges, prosecutors, law enforcement officers, financial
investigators, compliance officers, civil society/NGOs from eligible EU Member States
(Denmark does not participate in the Internal Security Fund - Police 2014-2020) and
EU Candidate Countries (Albania and Montenegro).

2. The number of places available is limited (50 places). Participation will be subject to
a selection procedure.

3. Applications should be submitted by 28 July 2022.

4. Aresponse will be sent to every applicant after the deadline. Participation is subject
to a selection procedure.
We advise you not to book any travel or hotel before you receive our
confirmation.

Registration fee

5. €120, including documentation, lunch and a joint dinner.

Travel expenses

6. Travel costs up to €300 can be reimbursed by ERA upon receipt of the original
receipts, tickets, boarding passes, invoices after the seminar. For those travelling
less than 100km to Lisbon, travel costs of up to €100 will be reimbursed.

Participants are asked to book their own travel. Participants are advised of the
obligation to use the most cost-efficient mode of transport available and to read the
travel reimbursement information sheet carefully.

Accommodation

7. Two nights' single room accommodation up to €125 per night can be reimbursed by
ERA upon receipt of the original receipts and invoices after the seminar if they have
to travel more than 100km to Lisbon.

Other services

8. One lunch, beverages consumed during the coffee breaks and the seminar
documents are offered by ERA. One joint dinner is also included.

Participation
9. Participation at the whole seminar is required and your presence will be recorded.

10. A list of participants including each participant’s address will be made available to all
participants unless ERA receives written objection from the participant no later than
one week prior to the beginning of the event.

11. The participant’s address and other relevant information will be stored in ERA’s
database in order to provide information about future ERA events, publications
and/or other developments in the participant’s area of interest unless the participant
indicates that he or she does not wish ERA to do so.

12. A certificate of attendance will be distributed at the end of the seminar.

ERA

Apply online for
‘Reducing Demand and
Preventing Trafficking in
Human Beings”:

www.era.int/?131172&en

Venue

Portuguese Centre for Judicial
Studies (CEJ)

Largo do Limoeiro

Lisbon
Portugal

Languages

English, Portuguese
(simultaneous interpretation)

Contact Person

Susanne Babion
Assistant
sbabion@era.int

+49 651 9 37 37 - 422
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O S C Organization for Security and
Co-operation in Europe

Office of the Special Representative
and Co-ordinator for Combating
Trafficking in Human Beings

Understanding the scope and nature
of demand and key solutions and
strategies to discourage it

Evan Karr, Assistant Officer on CTHB
Lisbon, 8 September 2022

[ @osce_cthb T
. * * With financial support fromthe Eff6pean Uniogs Internal Security
info-cthb@osce.org of ) Fund—Police 2014-2020 * ¢ ?a T

www.osce.org/cthb Rxk /
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Overview

1. What is demand and why it matters

2. The concept of discouraging demand in European law

3. Strategies and tactics to discourage demand that fosters THB for labour exploitation
+ Through business governance and business supply chains
» Through trade
» Through public procurement

4. Strategies and tactics to discourage demand that fosters THB for sexual exploitation
» Holistic response

REEE
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What is demand?

S C Organization for Security and
Co-operation in Europe
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Trafficker

REEE
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Demand as a driver of THB for forced labour

Customers want to buy cheap goods and
services >

Citizens, residents, businesses, and
governments are the consumers who, -

knowingly or unknowingly fuel labour
trafficking

REEE

Companies reduce production costs as
much as possible to satisfy demand for
cheap goods and services

Traffickers exploit race to bottom in
production costs and set up business to
generate revenues with human trafficking

-
Case Study: Boohoo

 —

& www.boohoo.com

A7 LOVE IT. GET IT. PAY IT IN 4. LEARN

booho

ICCESSORIES

HOLIDAY SHOP

REEE

SHOP BY FIT
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Demand as a driver of THB for sexual exploitation
Men seek to buy
sex
Encouraging pimps
to profit off the sale
of sex
REEE

The desire for
this profit
inspires
trafficking

Case Study: Paradise

CEEE _ ee————
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Scope of demand

S C Organization for Security and
Co-operation in Europe

Palermo Protocol

“States Parties shall adopt or strengthen legislative or
other measures, such as educational, social or cultural
measures, .... to discourage the demand that fosters all
forms of exploitation of persons, especially women and
children, that leads to trafficking”

REEE

10
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“The demand that fosters...
exploitation... that leads to trafficking...”

»Not (only) the demand for trafficking
»Not (only) the demand for exploitation

»Demand must be understood as that which fosters
exploitation, not necessarily as demand directly for that
exploitation (UN SR)

11

S CC A

Demand that
fosters
exploitation that
leads to trafficking

REEE

12
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Combating the demand that
fosters THB for forced labour

Ols|cleEEte

13

Demand side approaches to prevent THB for Labour Exploitation

Through business governance and business supply chains

Through trade

Through public procurement

CEEE _ ee————

14
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_
Bl Through business governance and business supply chains

Due diligence (and
due diligence +) laws

Reporting laws Disclosure laws

REEE

15

-4
Bl Through trade

Trade regulations Recent examples of enforcement
+ US Trade Facilitation and Trade Enforcement Act * 30th December 2020 )
(strengthened under Obama administration) Palm oil producer Sime Darby Plantation

+ 15th July 2020 (until 29th March 2021)

. L. Disposable Gloves manufacturer Top Glove
+ To prevent unfair competition

+ Enforced by US Customs and Border Protection + 13th January 2021
Cotton, tomatoes & downstream products
+ Withhold Release Orders, published in Federal made in Xinjiang Uyghur Autonomous Region
Register (XUAR), PR China
e 23th June 2021
* G7 Communique Silica-based products from Hoshine Silicon
Development of EU import ban announced Industry Co. Ltd. and subsidiaries

+ 18th May 2018

. All cotton fi Turk ist
+ Uyghur Forced Labour Prevention Act cotton from furkmenistan

@E 1 Incl. its subsidiaries and joint ventures

16
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-
B} Public Procurement

Include CTHB in procurement policy and incorporate in general terms and conditions for suppliers

+ Planning phase: Market analysis and risk assessment

* Procurement phase: Set evaluation criteria

+ Contract management phase: Monitoring, reporting, remediation, termination

REEE

17

Need for a comprehensive approach

Through business governance and business
supply chains

THB for forced labour cannot be solved by
enEerD one of these approaches alone. A
collaborative and comprehensive series of

interventions is necessary.
Through public procurement

REEE

18
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Combating the demand that
fosters THB for sexual
exploitation

Ols|cleEEte

TECHNOLOGY GOVERMNMENT

Develop a holistic approach

RENE
Implement complementary measures across multiple
sectors
EDUCATION

10
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-
Invest in prevention

Utilize more advanced prevention strategies such as:

> Targeted public awareness campaigns »Employer codes of conduct

»Education programs »Online deterrence and disruption

> Restricting access to areas known for » Addressing online platforms
prostitution

S CC A

21
4
Effective criminal justice measures

> Statutes can only have an impact if they are implemented; political will, resources,
training and expertise are needed

»Move away from the knowing use and gross negligence statutes

» Strict liability statutes take into account the harm experienced by victims

CEEE _ ee————

22

11
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discouraging N .
demand through disrupting

. concrete steps
p_"_lb:.'c.r H SYSTEMS to purchase sex

HIGH SCHOOL classes ;:xH:: EMPLOYER

on healthy Mmasculinities CODES of conduct

for adult men

10 week education
course for
BUYERS WHO
ARE CONVICTED

and relationships

COLLEGE online awareness arrests and
awareness and deterrence prosecutions of
progranmes ADS TARGETING BUYERS who actually
discouraging PROSPECTIVE BUYERS ATTEMPT TO
sax buying for as they take affirmative PURCHASE SEX
YOoUng rmen steps to seek out

commercial sex

Thank you for your attention 0]S|C|e it

Co-operation in Europe

Evan Karr
Assistant Officer on CTHB
evan.karr@osce.org

H‘

AT AT TR T

12



La Strada International (LSI)
European NGO network against trafficking in human beings

European NGO network against
trafficking in human beings

With financial support from the European Union's Internal Security
Fund—Police 2014-2020

La Strada International (LSI)
European NGO network against trafficking in human beings

Multidisciplinary project with expert teams across
7 European countries

EU funded & coordinated by ICMPD

Aim: analyse (impact and potential) of demand-
side policies and practical measures

Focus on multiple forms of human
trafficking/forced labour

All publications still available at
www.DemandAT.eu

6 Sep 2022


http://www.demandat.eu/www-test.demandat.ed.ac.uk/about
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http://www.demandat.eu/
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La Strada International (LSI)
European NGO network against trafficking in human beings

?

The Concept of Demand

Policy Instruments in Steering Demand

Demand related to different forms of THB
Comparative Country Analysis on gov responses
Domestic Work policies and impact

Impact of existing initiatives to address THB in
global supply chains

Tackling demand in prostitution policies

Role, potential and limits of law enforcement
actors

Demand Campaigns and impact

La Strada International (LSI)
European NGO network against trafficking in human beings

?

High expectations of demand measures versus
limited impact assessment

Lack of adequate implementation
Demand remains a vague, artificial, political term
Strong focus prostitution - conflated with THB

Unclear distinction: demand for services versus
actual exploitation - which demand leads to
exploitation and abuse?

Strong focus on criminalisation, less focus on
workers’ rights and empowerment




6 Sep 2022

La Strada International (LSI)
European NGO network against trafficking in human beings

?

Need for understandable and useful term - ensure
clarity of the term
Consider alternative measures for criminalising

(incentives, sanctions, monitoring self-regulating and auditing systems like voluntary
codes, certifications and corporate social responsibility (CSR)

Ensure consistency with other policies and actions

& context specific situations - bemand-side measures need to spell
out the specific market in which a measure is supposed to work, as well as how exactly the
particular measure will address trafficking. Exploitation embedded in markets with different

characteristics

Address vulnerability of sector and workers via

awareness and rig hts protection; including regularisation, safe
reporting/complaint mechanisms - e.g. increasing legal paths for - for example - domestic
work and controlling employers without punishing workers.

More focus on recruitment practices

La Strada International (LSI)
European NGO network against trafficking in human beings

?

Demand measures to be combined with measures

tackling supply & root causes pemand-side measures shape
purchasing conditions in a market context - to be combined with other anti-trafficking efforts

Prevention and awareness should include action/
behavioral cha NQgeE decrease social acceptance of exploitative situation
Ensure multi-stakeholder cooperation, including
involvement of trade unions, NGOs, workers and
CONSUMErS — ensure there is a choice for consumers & responsibility
of govern & private sector

Ensure adequate monitoring and evaluation;
assess impact on reducing human trafficking but
also on possible collateral damage
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La Strada International (LSI)
European NGO network against trafficking in human beings

?

Revision EU THB Directive
Hardly no evaluation/impact assessment done

Quite some variety in what is criminalised/strong
focus on knowingly use of sexual services

Interpretation & proof requirements differ too
Added value and impact on prevention and
prosecution THB is unclear

Presumed ‘normative effect’ - but not much
awareness raised

La Strada International (LSI)
European NGO network against trafficking in human beings

?

For questions, please contact:

La Strada International
www.lastradainternational.org
info@lastradainternational.org

Suzanne Hoff
International Coordinator
sh@lastradainternational.org



http://www.lastradainternational.org/
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La Strada International (LSI)
European NGO network against trafficking in human beings

?

Introduction to the workshop & the THB Directive
provision 18.4 - Criminalising knowingly use
Situation Portugal

Brainstorm

La Strada International (LSI)
European NGO network against trafficking in human beings

?

For which (knowingly) use of services provided by
exploited/trafficked persons, should persons be
criminalised?

How can it also address demand for severe forms
of labour exploitation

What are issues of concern with criminalising
knowingly use - also in relation to implemention?

What is the possible/expected impact of this
provision on the prevention of human trafficking?
What are alternative prevention (demand)
initiatives in relation to both trafficking for sexual
and for labour exploitation?




La Strada International (LSI)
European NGO network against trafficking in human beings

For questions, please contact:

La Strada International
www.lastradainternational.org
info@lastradainternational.org

Suzanne Hoff
International Coordinator
sh@lastradainternational.org

11
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National Rapporteur on Trafficking in
Human Beings and Sexual Violence
against Children

Rijken — Dutch National Rapporteur

n
human 5 ain

With financial support from the European: L‘k}n‘s Internal Security

children L=

National Rapporteur on
Human Trafficking and Sexual
Violence Against Children

> Independent institute
> Legal mandate to:

> a. conduct research into the nature and
scope of human trafficking and sexual
violence against children and the effects of
policies undertaken by authorities;

> b. advise the government on the
prevention and combat of trafficking in
human beings and sexual violence against
children;

> c. report periodically to the government
by presenting reports to the Minister of
Justice and Security.
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Estimate of 5.000 THB victims per year in the
Netherlands.

Vulnerable groups:

Young offenders and victims;

Migrants;

Vulnerable workers.
45% of victims of THB will become a victim of
a serious crime agalin within 5 years, in 2/3 of
all cases repeated victimization offences

included violence, human trafficking, and/or
sex offences.

Focus necessary on online and financial
component.

Integrated approach including offenders and
victims.
Overlap with other forms of crime such as sexual violence

against children and with personal and family problems
(multi-problems).

Perpetrators of human
trafficking in the
Netherlands

> Many offenders are under the age of 23.

>  The number of registred suspects dropped
while reported incidents increased.

>  Domestic sexual exploitation has become less
visible.

>  Efforts to combat labor exploitation are
lagging behind.

> Rehabilitation lagging behind.
>  Reoffending is high.
>  What is needed?
- More focus on prevention;
- Research into help for offenders;

- Targeted approach to labour exploitation.
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In the provision on human trafficking (art. 273f
CQ):
Profiting of the exploitation of another person
Profiting of the forced/involuntary removal of organs

Profiting of the sexual services or organ removal of a
minor (without force/coercion)

New legislation focussing on the client (273g CC):

The client who performs sexual acts with a sex worker of which (s)he knows or has serious reason
to believe that the sex worker is a victim of human trafficking, is punishable.

Higher penalty for children

For the client to be punishable, it is not required that the client him/herself has exercised
coercion.

In force since January 2022, not used yet.
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Only applies to clients of victims of
THB for sexual exploitation not to
other forms of THB

Overlap with criminalization of sexual
acts with minor in other laws and in
new law reference to ‘means’ used in
case of minors.

How to prove: 'knows or serious
reasons to believe (a personis a
victim)'

Lessons from case law on human smuggling:
A reasonable person sets the standard
Sometimes obligation to verify (e.g. age, papers)
Level of regulation in the particular area
Specific characteristic of the person

Context of the case: e.g. duration and frequency of the contact, how did
they enter into contact, where did they meet
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Would distinction between licensed and non-licensed facilities
be useful?

> Legislation on regulating sex work (under negotiation since 2009):
— The introduction of a national uniform licensing requirement for sex workers.
— Sex workers who work without a permit can be fined administratively.

— Clients of an unlicensed sex worker are punishable, as are operators who let an
unlicensed sex worker work for them.

— Licensed facility/person does not automatically mean THB-free
facility/person.

— But could play a role in criminal cases, e.g. obligation to verify and specific
context of the case.

— But questionable this will help combating THB

Challenges in combatting
& preventing technology-
facilitated trafficking in
human beings
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Addressing demand for THB for labour exploitation

> Little attention and very different from the
way demand for THB for sexual exploitation is
addressed.

> Demand for cheap labour and products,
economic interest.

> Role of consumers; quality labels, certificates.

> Responsibilities in the supply chain.

12
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SEF

Countering organised crime groups

Cross-border law enforcement activities
and cooperation with Europol

Reducing Demand and Preventing
Trafficking in Human Beings

Lisbon, 8-9 September 2022
- With financial support from the European Union's Internal ERA

Security Fund—Police 2014-2020

2016 DCINV-HEM 1/16

UNODC Global TIP report, 2020 1
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2016 DCINV-HEM

1/16

3
Further
Bty Criminalizin measures to
(including Third parties J .
. the use of improve labor
Discourage State (e.g. . L
S . services of conditions by
demand by institutions — Consumers recruitment o ° .
targeting: Employers agencies, WIS (@ SRS
' . : art.2 160.2 PT and enforcing
sanctions transporters) o
L Criminal Code) standards and
Directive) .
regulations.
2016 DCINV *HEM 1716 ﬂ::,.
4

UNODC Global TIP report, 2020
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Criminal justice systems are failling to combat THB?

“no convictions, or a few convictions per year in a country whose citizens are trafficked and
detected by authorities in other countries is a red flag for an alarming level of impunity”
(UNODC 2020 Global TIP Report)

How to counter the culture of impunibility?

By holding criminals accountable for their actions, by bringing them to justice

By dismantling the criminal business model - following the money, seizing and confiscating
criminal proceeds. Investigations into the final aspects of THB can support each pillars of a
successful anti-THB strategy: prosecution, protection, prevention and partnerships.

2018 DCINV -JCP 2/10

SEF

Europol’s situational Report

THB is most frequently is carried out by criminal
organizations

It envolves careful planning

It includes sophisticated level of organisation

It demands the engagement of several individuals (with
diferent tasks, often located in different sites, countries
or even continents).

2018 DCINV - JCP 3/10 fre et

UNODC Global TIP report, 2020 3
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Factors and challenges faced by the
criminal justice system

Transnationality and the need to collect
evidence from foreign jurisdictions

Dificult evidential challenges

DIRECAD

2018 DCINV - JCP 5/10 ———

7
Evidential challenges

How to proove the chain of trafficking, when investigating an organized criminal group

that may gather local agents, recruiters, transportes and the actual exploiters?

The issue of consent and the dificult proove that one on the described means was

used, in order to get such consent

2016 DCINV=HEM 1716
8

UNODC Global TIP report, 2020 4
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SEF

Prosecution services

Need to prove the guilt of all the actors in that chain

Need to proove that those links had the knowledge that the victim was going to be exploited — thus,
proving that they are, indeed, part of the chain of trafficking

Increased difficulty

chain links are part of a transnational OCG, located in different countries and different jurisdictions.

A proper investigation will demand:

special investigative techniques

cross-border cooperation between one or more criminal justice systems, in order to identify not only the
criminals at the end of the chain, but also all the other ones involved in the chain of trafficking

DIRECAD
2016 DCINV £ HEM 116 m::“J
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SEF

HOW?

Need to establish well-resourced cross-border law enforcement responses
to trafficking in persons

Fostering a better understanding among law enforcement actors and the
judiciary of the complex circumstances and evidential challenges of many
trafficking in persons cases

Increasing the capacity of national criminal justice actors (including police,
immigration, anti-money laundering agencies, prosecutors and judges) to
investigate and prosecute traffickers and seize the proceeds of their crimes

DIRECAD
2016 DCINV * HEM 1716 ,ﬁ',::.j
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Common denominators to an effective
criminal proceeding

adequate number of
professionals mobilized
during the investigation

planned, prompt and timely
investigation strategies

adoption of proactive efficient transnational

practices collaboration (if needed)

comprehensive investigations
- collection of a variety of
evidence duly validated by
the court and in total
articulation with the
Prosecution

allowed the prosecution to
not dependend solely on the
victim’s statement

2016 DCINV=HEM 1/16
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SEF

Properlly adress the transnational essence
of human trafficking, and to reach out to
all elements of the trafficking chain

Transnationa
Cooperatio

International judicial cooperation is
dificult and complex to implement

\ /

3rd report on the Implementation of the
2011/36 EU Directive - need to adress the
gaps in international judicial cooperation.

2016 DCINV * HEM 1716 mancie

14

UNODC Global TIP report, 2020 7



International judicial cooperation has prooved to be
dificult and complex to implement, when criminal justice
systems are dealing with transnational human trafficking

cases.

Eurojust issued the document “Report on Trafficking in
Human Beings — best practice and issues in Judicial

Cooperation, issuing several recomendations directed
mainly to prosecutors, judges and law enforcement
authorities involved in counter trafficking in human beings

e Eurojust — European Union Agency for Criminal Justice Cooperation,

2016 DCINV “HEM 1/16
15
/. Exchange of information at police
level, through data cross check
EUROPOL against Europol databases and via
request to all MSs and associated
EURTPOL co?mtries
e
When? Detected links to several countries
e —
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https://www.eurojust.europa.eu/about-us/who-we-are
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SEF
PR

EUROPOL
EURTPOL

Early cooperation and coordination between the envolved
countries

Once an active criminal group is detected, all involved countries
are actively conengaged and contributing information exchange,
evidence gathering by means of initiating criminal proceedings

2016 DCINV * HEM 1716 A
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SEF

adoption of
preferable form allow close common direct proactive
of cooperation cooperation investigative communication.
goals

Joint
Investigation
Teams (JIT’s)

2016 DCINV * HEM 1716 il 8
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Established for a limited duration, and for a specific purpose

A legal agreement between one or more Member States, regarding a
criminal investigation

Binding to law enforcement authorities, prosecutors and judges

Admissibility, validity of evidence gathered and how to use such evidence
in another country judicial proceedings.

2016 DCINV=HEM 1/16

19

Exchange information and evidence, in a real time cooperation
that may even allow criminal justice practitioners to be
presente during investigative measures on each others territory

The circumsntances in which a JIT will operate, and cease to
operate must be established, and it’s overall functioning must
be decided according to each country national legal provisions

2016 DCINV £ HEM 1716 it
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Evident need to establish well-resourced cross-border law enforcement responses to
trafficking in persons

Foster a better understanding among law enforcement actors and the judiciary about
the complex circumstances and evidential challenges of many trafficking in persons
cases

“Uncertainty about the evidence necessary to prove a case” as one of the biggest
challenges to prosecuting human trafficking, sapecifically the concern about charging
trafficking offenders “... when evidentiary standars were not well established”

Lack of an institutional infrastructure to support prosecution.

2016 DCINV*HEM 116 m
21
Edite Fonseca Fernandes
Inspetora Chefe
Diregdo Central de Investigacdo
edite.fernandes@sef.pt
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What is the role of technology?

How technologies infiltrated the human trafficking landscape

Planning the

crime

Cryptocurrencies(

Bitcoin, Altcoin) moving the

proceeds of
crime

Current dynamics

Escort websites, Advertising to
Craigslist, buyers
Tor

ploiting,
ing &
Skype, coercing
Second Life, de;egvung
VRChat victims

Source: GI-TOC, 202122

S C Organization for Security and
Co-operation in Europe

WhatsApp,
DarkOde,
ShadowCrew

Profiling, Facebook,

recruiting & Snapchat,

exerting control Instagram,
over victims career portals

Online flight tickets,
public transport / car

Transporting & sharing apps, phone

tracking victims 9 opPF
monitoring &
surveillance

Anonymous / encrypted
communication throughout the cycle




What is the role of technology
in the context of demand?

» Online platforms and technology tools are the distribution channel

that connects all THB stakeholders
» Online platforms and tech tools are amplifying the interactions in

the marketplace (1/7 offline vs 1/4 online)

» Some online platforms (hubby boards) serve as feedback loops for
the demand side — buyers share their experiences to have more

information about markets

» Online platforms and technology reach out to new niches of

buyers

S C Organization for Security and
Co-operation in Europe 3

Why discussing about policy/laws is important?

» All of the above mentioned misuse of
technology by traffickers at scale

» Policy and legislative shortcomings are
iImpeding efficient use of certain tools and
mechanisms to combat THB

» Asymmetric obligations and benefits

S C Organization for Security and
Co-operation in Europe 4




Why discussing about policy/laws is important?

Require technology companies and ISPsto report possible THB cases on
their platforms to law enforcement

Shutdown orlimit access to websites and online platforms advertising
illegal serviceswith high-risk of THB.

Require technology companies and I5Psto adopt measures to combat
online grooming of children by human traffickers
pornographic websites

Require technology companies and ISPs to proactively identify possible
THB cases on their platforms

Allow irfformation and data collected by artificial intelligence technology
to beused asevidencein courts in THB cases

Make technology companies and 15Ps criminally and financially lisble for
knowingly assisting, facili tating, or supporting THB

None of these

Other

Implement age verification technologies to limit access of children to I

O ization for S i d
@E Covoperation n Europe’ Source: OSCE Survey 5

Why discussing about policy/laws is important?

Measure No No
response

National hotlines on online child sexual abuse and exploitation 39 3 7

Use of data scraping to aggregate information from different online 24 10 15

platforms associated with possible THB cases

Legislation allows use of specialized software to support investigation 23 7 19
of THB cases
Use of generic and specific indicators to flag possible THB cases 19 15 15

facilitated by online platforms

Special task force or working group to address technology- 8 26 15
facilitated/enabled human trafficking

O ization for Si i d
EE Coloperation in Europe” Source: OSCE Survey 6




Tech-facilitated THB stakeholders

- State authorities
- NGOs
- Academia

- Private Technology Sector/Online Platforms

O i for Si i d
O[S|C| e Eettttity Source: OSCE Survey

Why focus policies on online platforms?

» Their resources and infrastructure are being misused by traffickers
» Their services are involved in every stage of the THB crime

» They have access to data and information and can see patterns

» They have the financial resources and expertize

» Their action/inaction facilitates THB

» Concrete cases of online platforms being involved in THB

S C Organization for Security and
Co-operation in Europe




The online world is limitless

backpage.com,l Craigslist

B £ 5
2, S

bedpagel ﬁ@F"’
PlentyOfFish
O[S |C|C sty Q @\ ;

Current policy approaches to online platforms

» To date, governments have generally allowed the technology sector to

self-regulate and use voluntary compliance on the topic of combating
exploitation and THB.

» Terms of Use.

» Harmonized responses across the technology industry, often
through the establishment of multi-stakeholder initiatives

» There are considerable shortcomings in self-regulatory approaches,
particularly when compliance is voluntary

S C Organization for Security and
Co-operation in Europe
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Specific issues related to regulating
the technology industry on THB

Prevention

a. Safety by design

b. Age and Consent Verification
c. Government-issued guidance

Monitoring

a. Intersection between monitoring and liability
b. Tensions between monitoring and privacy

S C Organization for Security and
Co-operation in Europe 11
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Specific issues related to regulating
the technology industry on THB

Content removal and blocking of websites
a. Reporting and notice
b. Determining illegality
c. Removal
d

The challenge of jurisdiction in regulating content removal in the
global online marketplace

e. Taking down or blocking websites

S C Organization for Security and
Co-operation in Europe 12

12




Specific issues related to regulating
the technology industry on THB

Liability for online platforms

a. Developing jurisprudence on liability

b. Challenges for establishing liability of online platforms
c. Uneven approaches across countries

Transparency regarding online platform actions

S C Organization for Security and
Co-operation in Europe 13
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Recommendations

1. Ensure that technology-facilitated THB is covered by national
legislation criminalizing THB and by relevant codes of
criminal procedure.

2. Enhance State-led regulatory frameworks.

a. Strong prevention measures including:
i. “Safety-by-design” principles in the design, development, and
distribution of products and systems;

ii. Age-verification for persons depicted in, persons uploading, and
persons viewing sexually explicit material. Consent verification
should also be explored for any sexually explicit content prior to its
distribution;

iii. High-visibility content removal request mechanism.

S C Organization for Security and
Co-operation in Europe 14

14




Recommendations

b. Due diligence obligations for their operations and systems to
identify risks of misuse and mitigate them, including:

i.  Undertake proactive monitoring for exploitative or harmful
materials (not only illegal) and for misuse of platforms, and
establish mechanisms to allow for direct reporting by the public to
companies;

ii. Remove prohibited content expeditiously, preserving it safely for
possible use in investigations/prosecutions;

iii. Report illegal content to appropriate/designated authorities;
iv. Enforcement mechanism for failure to comply with the above.

S C Organization for Security and
Co-operation in Europe 15

Recommendations

c. Liability for harm caused 