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und Strafverfolgungen

Wien, 1.-2. Dezember 2022

Referenten

Patrick Bourgeois, Leiter der Abteilung fir Menschenhandel und Schlepperwesen,
Foderale Kriminalpolizei, Brissel

Radu Cucos, Assoziierter Mitarbeiter, Biiro des Sonderbeauftragten und
Koordinators fir die Bekdmpfung des Menschenhandels (CTHB), Organisation fur
Sicherheit und Zusammenarbeit in Europa (OSZE), Wien (online)

Alexandru Dena, Spezialist und Kriminaltechniker, Direktion zur Untersuchung der
organisierten Kriminalitat und des Terrorismus (DIICOT), Bukarest

Dr. Luuk Esser, Koordinierender Sachbearbeiter (Verbrechen sexueller Gewalt und
Menschenhandel); Abteilungsleiter, Menschenhandel und Verbrechen sexueller
Gewalt, Ministerium fur Justiz und Sicherheit, Den Haag

Ramin Farinpour, Projektleiter, Fachbereich Europaisches Strafrecht, ERA, Trier
Thi Hoang, Analystin und Journal of lllicit Economies and Development (JIED)
geschaftsfihrende Redakteurin, Globale Initiative gegen transnationale organisierte
Kriminalitat, Wien

Tatiana Jancewicz, Leiterin des JITs-Netzwerk-Sekretariats, Eurojust, Den Haag
Kerstin Kreuzer, Kriminalinspektorin, Abteilung fir Menschenhandel, Schlepperei
und Sonderermittlungen, Joint Operational Office (JOO), Bundeskriminalamt, Wien
loana van Nieuwkerk, Beraterin fur justizielle Zusammenarbeit, Mitglied des Teams
zur Bekampfung des Menschenhandels, Eurojust, Den Haag

Maarten Noordzij, Leitender Staatsanwalt fir Menschenhandel und Schlepperei,
Staatsanwaltschaft Ost-Niederlande, Arnheim

Evelyn Probst, Leiterin, Interventionsstelle fur Betroffene von Frauenhandel, LEFO
(Beratung, Bildung und Begleitung fur Migrantinnen), Wien

Tetiana Rudenko, Leitende Koordinationsberaterin, Buro des Sonderbeauftragten
und Koordinators fir die Bekdmpfung des Menschenhandels (CTHB), Organisation
fur Sicherheit und Zusammenarbeit in Europa (OSZE), Wien

Ursula Schmudermayer, Oberstaatsanwaltin, Zentrale Staatsanwaltschaft zur
Verfolgung von Wirtschaftsstrafsachen und Korruption (WKStA), Wien

DDr. Petra Schneebauer, Botschafterin, Nationale Koordinatorin zur Bekémpfung
des Menschenhandels, Bundesministerium fir europaische und internationale
Angelegenheiten, Wien

Szonja Szab¢, Spezialistin, Analyseprojekt PHOENIX, European Migrant Smuggling
Centre (EMSC), Europol, Den Haag (online)

Katharina Thon, Programm- und Kapazitatshildungsbeauftragte, Biiro des
Sonderbeauftragten und Koordinators fir die Bekdmpfung des Menschenhandels
(CTHB), Organisation fiir Sicherheit und Zusammenarbeit in Europa (OSZE), Wien

Dr. Alma Zadi¢, Bundesministerin flr Justiz, Wien

Kofinanziert von der Européaischen Union

GRADE

YOUR LEGAL
EXPERTISE

Criminal Law

Schliisselthemen

. Bekampfung der Straffreiheit durch
Forderung nationaler und
grenziberschreitender Zusammenarbeit
auf dem Gebiet der Justiz, der
Strafverfolgung und mit
Nichtregierungsorganisationen/NGOs

e  Gemeinsame Ermittlungsgruppen (JITs)
und Methoden zur Auffindung von
Straftatern und Opfern

e  Straflosigkeit, opferlose
Strafverfolgungsstrategien und
verbesserter Opferschutz wahrend des
Ermittlungs- und Gerichtsverfahrens

. Finanzermittlungen und
Opferentschadigungen

Sprachen
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(mit Simultaniibersetzung)
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Bekampfung der Straflosigkiet beim Menschenhandel

Donnerstag, 1. Dezember 2022

08:30
08:50

Ankunft und Anmeldung der Teilnehmer

Begrif3ung und Einfihrung
Alma Zadi¢, Petra Schneebauer, Ramin Farinpour

RAHMENSETZUNG: DAS PROBLEM DER STRAFLOSIGKEIT VERSTEHEN,
WELCHE FAKTOREN DAZU BEITRAGEN UND BEWAHRTE UND
VIELVERSPRECHENDE PRAKTIKEN IHR ENTGEGENZUWIRKEN

09:05

09:45
10:00

10:30
10:45

Vorsitz: Ramin Farinpour

Tragweite und Natur der Straflosigkeit verstehen: Fakten und Zahlen

e Die Auswirkung von neuen Herausforderungen auf den Menschenhandel,
dessen Tater, Opfer und Ermittlungen

e Bewahrte und vielversprechende Praktiken zur Begegnung von Straffreiheit

Katharina Thon, Tetiana Rudenko

Diskussion

Erfullen nationale Strafvorschriften ihren Zweck in der Begegnung von
Straffreiheit oder muss mehr getan werden? Eine Evaluierung der
Strafvorschriften des niederlandischen Strafgesetzbuches zur Bekampfung
von Menschenhandel

Luuk Esser

Diskussion
Kaffeepause

INSTRUMENTE UND METHODEN ZUR VEBESSERUNG VON
ERMITTLUNGEN UND STRAFVERFOLGUNGEN —TEIL |

11:15

12:00
12:15

12:45
13:00
14:00

14:45

15:30
15:45

Vorsitz: Katharina Thon

Wirksamer Einsatz von Innovation im Kampf gegen den Menschenhandel:
eine umfassende Analyse technologischer Instrumente
Radu Cucos, Thi Hoang

Diskussion

Verwendung der Européaischen Ermittlungsanordnung (EEA) zur
Verbesserung der Ermittlungen und Strafverfolgungen von
Menschenhandel: formale Grenzen der ermittlungstechnischen
MaRnahmen

Alexandru Dena

Diskussion

Mittagessen

Europol’s Arbeit und Unterstiitzung zur Verbesserung der
grenziberschreitenden Zusammenarbeit auf dem Gebiet der
Strafverfolgung im Kampf gegen den Menschenhandel

e Datenanalyse und Modus Operandi der Menschenandler verstehen
e Gemeinsame Ermittlungsgruppen (JITs)

e Finanzermittlungen und Vermégensabschopfung

Szonja Szab6

Die Rolle und Moéglichkeiten von Eurojust zur Begegnung des

Menschenhandels durch verbesserte grenziiberschreitende justizielle

Zusammenarbeit

e Eurojust-Bericht zum Menschenhandel, bewahrten Praktiken und Belange der
justiziellen Zusammenarbeit

e Gemeinsame Ermittlungsgruppen (JITs)

e Einfrieren und Beschlagnahmung von Vermdgenswerten

loana van Nieuwkerk, Tatiana Jancewicz

Diskussion

Kaffepause

SIMULTANWORKSHOPS

16:15

e Opferbezogene Ermittlungen und Strafverfolgungen von
Menschenhandel
Kerstin Kreuzer, Maarten Noordzij, Evelyn Probst

e Erstellung und Verwaltung einer gemeinsamen Ermittlungsgruppe (JIT)
Tatiana Jancewicz, loana van Nieuwkerk, Ursula Schmudermayer

Ziele

Das erste Seminar in einer Reihe von drei,
die durch die Européische Kommission
kofinanziert wird, befasst sich mit der
Tragweite und Art des Problems der
Straffreiheit im Rahmen der Ermittlung und
Strafverfolgung von Menschenhandel. Es
werden erfolgreiche Praktiken der
Straffreiheit zu begegnen vorgestellt, durch
nationale und grenziiberschreitende
Zusammenarbeit auf dem Gebiet der
Justiz, der Strafverfolgung und der
Zusammenarbeit mit NGOs und der
Zivilbevolkerung, mit dem Ziel der
Identifizierung von Tatern und Opfern des
Menschenhandels.

Wer sollte teilnehmen?

Richter, Staatsanwalte,
Vollstreckungsbeamte,
Zivilgesellschaft/NGOs der berechtigten
EU-Mitgliedstaaten (Danemark nimmt nicht
am Fonds fur die innere Sicherheit —
Polizei 2014- 2020 teil) und der EU-
Beitrittskandidaten (Albanien und
Montenegro)

Veranstaltungsort

Bundesministerium fir Justiz
Museumstrafie 7

Wien

Osterreich

Teilnahmegebihren und
Kostenruckerstattung

Teilnahmegebihr: €120, Unterlagen,
Mittagessen und gemeinsames
Abendessen inbegriffen

Reisekosten bis zu €300 werden von der
ERA bei Vorlegen der Originalbelege, der
Tickets, Bordkarten oder Rechnungen
nach dem Seminar erstattet.

Unterkunftskosten von maximal zwei
Nachten werden bis zu €145 pro Nacht von
der ERA bei Vorlage der Originalrechnung
erstattet.

Ihre Kontaktpersonen

Ramin Farinpour
Projektleiter
E-Mail: rfarinpour@era.int

Susanne Babion

Assistentin

E-Mail: shabion@era.int
Tel.: +49 (0) 651 9 37 37 422
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e Forensische Mittel in Menschenhandelsfallen, Fallverwaltung
Alexandru Dena

e Wirksamer Einsatz von Innovation im Kampf gegen den
Menschenhandel: Technologische Instrumente
Thi Hoang

18:15  Ende des ersten Seminartages
19:30  Abendessen

Freitag, 2. Dezember 2022

V. INSTRUMENTE UND METHODEN ZUR VEBESSERUNG VON
ERMITTLUNGEN UND STRAFVERFOLGUNGEN - TEIL I

Vorsitz: Ramin Farinpour

09:00  Workshop-Berichte
09:15 Dem Geldfluss folgen: die Bedeutung der Kenntnis von gesetzeswidrigen
Finanzstrémen und effektiven Finanzermittlungen in Bezug auf
Menschenhandel
e Finanzermittlungen, Aufspuren von illegalen Geldmitteln und Einnahmen,
Einfrieren und Beschlagnahmungen von Vermdgenswerten
e Verbundene Geldwasche und Diversifikation in Kryptovermdgen
e Opferentschadigung
e Behordenlubergreifende Zusammenarbeit
Patrick Bourgeois

09:45 Diskussion

V. OPFERBEZOGENE ERMITTLUNGEN UND STRAFVERFOLGUNGEN

Vorsitz: Ramin Farinpour

10:00 Opferidentifizierung: wichtige Instrumente in opferbezogenen
Strafverfolgungsermittiungen
e Nationales Leitsystem
e I|dentifizierung von Opfern und Téatern
e Befragung und Unterstutzung von Opfern
e Behordenlubergreifende Zusammenarbeit
Kerstin Kreuzer

10:45  Diskussion

11:00 Kaffeepause

11:30  Opferschutz wahrend Gerichtsverfahren und Sicherstellung von
Hochststrafen fur Tater
e Straflosigkeit und Absehen von Strafverfolgung von Opfern, die Gefahr der

sekundaren Viktimisierung

e Opferlose Strafverfolgungsstrategien im Rahmen der Beweisbeschaffung
e Opferschutz und Entschadigung
e Behdrdenlbergreifende Zusammenarbeit
Maarten Noordzij

12:15  Discussion

12:30  Zugang zur Justiz und die Arbeit der Zivilgesellschaft: Sicherstellung von
Opferrechten
e Opferidentifikation und Schutz vor Tatern
e Unterstiutzung wahrend Ermittlungen und Gerichtsverfahren
e Zugang zu Rechtsbehelfen und Entschadigungsmafinahmen
Evelyn Probst
13:15  Diskussion

13:30 Ende des Seminars

Aktuelle Versionen aller Programme: www.era.int
Anderungen im Programm vorbehalten

3OERA

Pflichtfortbildung

Die Tagungen der Européischen
Rechtsakademie erflllen die
Voraussetzungen fur die Anerkennung als
Fortbildung fiir Fachanwalte nach § 15
FAO. Bei Teilnahme an dieser
Veranstaltung erhalten Sie eine
Bescheinigung Uber 11 Stunden.

Kofinanziert von der Europaischen Union

Der Inhalt dieser Veroffentlichung gibt
ausschlief3lich die Meinung der ERA
wieder und liegt in deren alleiniger
Verantwortung. Die Europaische
Kommission tibernimmt keine
Verantwortung fur die Verwendung der
darin enthaltenen Informationen.

Online-Anmeldung fur
dieses Seminar:
www.era.int/?131263&de


http://www.era.int/?131263&de

Online-Anmeldung
Bekampfung der Straflosigkeit beim Menschenhandel
Wien, 1.-2. Dezember 2022/ Tagungsnummer: 322DT103

Teilnahmebedingungen

Auswahl

1. Die Teilnahme steht offen fir Richter, Staatsanwalte, Vollstreckungsbeamte, und
Mitglieder der Zivilgesellschaft/NGOs aus berechtigten EU- Mitgliedstaaten
(Danemark nimmt nicht am Fonds fiir die innere Sicherheit - Polizei 2014-2020 teil)
und den EU- Beitrittskandidaten (Albanien und Montenegro).

2. Die Anzahl an verfligbaren Platzen ist begrenzt (50 Platze). Die Teilnahme wird
Gegenstand eines Auswabhlverfahrens sein.

3. Bewerbungsfrist: 17. Oktober 2022.

4. Eine Antwort wird jedem Bewerber nach Bewerbungsschluss tibermittelt. Die
Teilnahme ist Gegenstand eines Auswahlverfahrens.

Wir raten nicht zur Buchung einer Anreise oder Hotels, bevor Sie eine
Bestatigung unsererseits erhalten.

Anmeldegebihren

5. €120, Unterlagen, Mittagessen und gemeinsames Abendessen inbegriffen.

Reisekosten

6. Reisekosten bis zu €300 werden von der ERA bei Vorlage der Originalbelege, der
Tickets, der Bordkarten oder Rechnungen nach dem Seminar erstattet.

Die Teilnehmer werden angehalten ihre Reise selbst zu buchen. Sie werden
verpflichtend angewiesen, das kostengiinstigste verfligbare Transportmittel zu
nutzen und sich sorgfaltig die Information zur Reisekostenerstattung durchzulesen.

Unterkunft

7. Unterkunftskosten von maximal 145€ pro Nacht werden von der ERA bei Vorlage
der Originalrechnung nach dem Seminar erstattet, wenn die Anreise nach Wien
mehr als 100km betragt.

Sonstige Leistungen

8. Ein Mittagessen, Getranke wahrend der Kaffeepause und die Seminarunterlagen
werden von der ERA zur Verfiigung gestellt. Zudem ist ein gemeinsames
Abendessen inbegriffen.

Teilnahme

9. Eine Teilnahme am gesamten Seminar ist erforderlich und Ihre Anwesenheit wird
aufgezeichnet.

10. Eine Teilnehmerliste, die die Adresse jedes Teilnehmers beinhaltet, wird allen
Teilnehmern zugénglich gemacht, es sei denn, die ERA erhdlt einen schriftlichen
Widerspruch eines Teilnehmers spatestens bis eine Woche vor Seminarbeginn.

11. Die Adressen der Teilnehmer und andere relevante Informationen werden in der
Datenbank der ERA gespeichert, um Uber Informationen tGber zukinftige ERA-
Veranstaltungen, Publikationen und/oder sonstige Entwicklungen im

Interessenskreis der Teilnehmer zu verfugen, es sei denn, der Teilnehmer zeigt an,

dass dies nicht erwiinscht ist.

12. Ein Teilnahmezertifikat wird am Ende des Seminars ausgeteilt.

ERA

Online-Anmeldung fur
“‘Bekampfung der
Straflosigkeit beim
Menschenhandel”:

www.era.int/?131263&de

Veranstaltungsort

Bundesministerium fur Justiz
Museumstrafie 7

Wien

Osterreich

Sprachen

Deutsch, Englisch
(mit Simultantibersetzung)

Kontaktperson

Susanne Babion
Assistentin
sbabion@era.int

+49 651 9 37 37 - 422


http://www.era.int/?131263&de
mailto:sbabion@era.int
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Understanding the Scope and
Nature of Impunity

S ( ': Organization for Security and :
Co-operation in Europe Co-funded by the European Union

Closing the Gap:
The need for a comprehensive CI'HB response

It is estimated that there are about 50 million victims of human trafficking
globally. Yet only 10,572 traffickers were prosecuted worldwide

Why are we
falling short?

1 prosecution for every 4691 victims
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The Conference of the Alliance against
Trafficking in Persons

“Ending Impunity - Delivering Justice”
through Prosecuting Trafficking in Human Beings

“Protection —
Upholding Victim's Rights and Strengthening Assistance”

wcTn
STRE G
ASSISTANCE.

EEEE 2
S C Organization for Security and
Co-operation in Europe

The way forward in countering impunity
Recommendations

Specialization and Cooperation
Specialized Anti-trafficking units

Multi-agency cooperation

Joint-Investigation teams

Working smarter Sustainable training
Uity FEmeE esiEErs Pol Itlcal WI " Training of all Anti-trafficking

stakeholder but also actors from
adjacent sectors

Leveraging the use of technology

Protection and promotion
of the rights of victims
Through a victim-centred,
gender-sensitive,
trauma-informed approach

O S C e Organization for Security andy
Co-operation in Europe




Covid-19 —

The negative impact of the pandemic on CTHB responses

In times of Covid-19

Attention of States
shifted toward Vulnerabilities of

dealing with a global persons increased
health pandemic

Modus operandi of
human traffickers
changed

Greater risk to become a victim of human trafficking

S C Organization for Security and
Co-operation in Europe 5

Hidden in Plain Sight

The rise of invisible crimes during Covid-19

“Human trafficking is always invisible. During a pandemic,

it is easier to have cases going on that nobody reports.”
*Frontline Stakeholder from Portugal (ODIHR/UNWOMEN report)

S C Organization for Security and
Co-operation in Europe 6




Hidden in Plain Sight

Domestic Violence

Even before Covid-19... ml”lon ﬁ

Emerging data shows that since the outbreak of COVID-19, violence against women and girls,

and particularly domestic violence has INTENSIFIED. Domestic violence is

among the recognized,

30% o ..30%,033% well-documented push
E o factors into trafficking

THE LOCKDOWN ON MARCH 17. OF 30% AND 33% RESPECTIVELY.

259, s for the purpose of
—— VIOUENCE AND DEMAND FOR EMERGENCY

1N ARGENTINA EMERGENCY CALLS FOR SHELTER HAVE ALSO BEEN REPORTED IN 1 1

o mex et TR CAMADA,GERMANY SpA,THE NITED sexual exploitation.

S C Organization for Security and
Co-operation in Europe 7

Hidden in Plain Sight

Challenges faced by survivors of trafficking in human beings as a result of
implementation of measures related to COVID-19 pandemic

Loss of employment
Restricted access vices
Restricted access o services

Domestic violence

S C Organization for Security and
Co-operation in Europe 8




A challenge to the 4P Framework

Organization for Security and
Co-operation in Europe

Protection
Access to services

Decreased access to services and opportunities for the

Services that survivors need
beneficiaries during COVId-19 pandemic
Access to employment SN
Access to social servic
Access to medical services o aom) 61%
Access to psychological services T T BN %
605840 ™ Female Accessto Em - A

Good conditions of employment | y
= Male :

Access to services via different communication tools during COVID-19 pandemic

“Most of government online recourse takes

Wi-Fi and I don't have money to buy it."”

“Government employees are working from home and not always
easily available. Online meetings cannot be arranged due to lack of
*Woman survivor from South Africa (ODIHRZUNWOMEN

technical of government staff. Contact via telephone is
e eport
also limited.” * Frontline stakeholder from Austria (ODIHR/UNWOMEN report) report)
Organization for Security and
Co-operation in Europe 10
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Protection
Access shelter

Access to shelter during the COVID-19 pandemic

During impl ation of related to

COVID-19 pandemic, the sheltered accommodation

has:
‘? = Closed its premises

A

= Sufficient spaces

Sufficient spaces, butdoes not
accept new beneficiaries

= Insufficient spaces

=1 den't know

With no place to go and services not being accessible, victims of domestic violence and
THB remained hidden in plain sight.

S C Organization for Security and
Co-operation in Europe 1
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Prosecution
Ensuring the continuity of the justice system

57% of the victims experienced changes due to
implementation of Covid-19 related measures

“My criminal injuries hearing has finished, but they
won't mail out the results and compensation until
after Covid is over.” *Woman survivor from Canada
(ODIHR/UNWOMEN report)

90% reduction on court operations in early times of the
Pandemic

S C Organization for Security and
Co-operation in Europe 12

12



Prosecution
Adapting modes of operation

“... Law enforcement should have a more active presence online. " *Man survivor from the United States (ODIHR/UNWOMEN report)

Street prostitution decreased from 53% (2016) to 9% (in 2020) while
online prostitution increased from 34% to 87%

“Many of those in prostitution, including victims of trafficking, have been moved online to offer remote
'services." This represents serious risks now and in perpetuity as the online material can be shared without

bied]

consent now and in the future. Pimps and traffickers are ly using online platforms to continue

making profits from victims of sexual exploitation.” *Frontline stakeholder from Ireland (ODIHR/UNWOMEN report)

C Organization for Security and
Co-operation in Europe

13

Impunity in times of Covid-19 -
Recommendations

Prevention

= Ensure universal and equal access to services

= Grant or extend temporary resident permits to migrants and asylum seekers
Protection

= Provide victims of trafficking with access to essential services

= Extend all protection and assistance measures for all victims of trafficking,

= Establish or strengthen hotlines for human trafficking

Prosecution

= Ensure the continuity of the justice system to investigate and prosecute traffickers

environment, including once lockdown measures are lifted
Partnership
= Strengthen strategic partnerships at all levels

C Organization for Security and
Co-operation in Europe

= To recognize and detect human trafficking, investigators will have to adapt to the changing

14




Enhancing anti-trafficking
prevention and response to the

humanitarian crisis in Ukraine

S C Organization for Security and
Co-operation in Europe 15
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Some numbers...

* 6.2 million people estimated to be internally displaced in Ukraine
» 7.8 million refugees present across Europe
* Overwhelming majority: 88% women and children

4.5 million have registered for temporary

protection or similar national protection

schemes

UNHCR, Nov 2022

S C Organization for Security and
Co-operation in Europe

16



Observations after visits

» Impressive job by States in registering people as well as providing
information and immediate accommodation/shelter

» Strong presence of border guards, law enforcement, volunteers at early
stages — declining with time

* As aresult, risks begin at border (or before) but extend much further
into destination countries (most reports coming from areas beyond
border)

* Need simple but repeated awareness-raising and access to official
information

* Be systematic, not hysterical

S C Organization for Security and
Co-operation in Europe 17
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THB risks

* Men meeting Ukrainian girls/women at the railway stations, inviting
them for a night or offering money, forcing girls/young women into cars,
raping, disappearances

« Offers of help with transportation and housing for girls/young women
only

* A lot of unofficial information, esp. in social media, on procedures
to obtain temporary protection and different types of assistance, terms,
conditions, sanctions and “ways around”

* “Too good to be true” job offers, unofficial labour (risks of forced
criminality, incl. SoM)

S C Organization for Security and
Co-operation in Europe 18

18




Risks online

» Across Europe, a significant spike in online
searches using terms related to Ukrainian
pornography

Viktoria joined the group
Viktoria

PaBoTa ana pesyluek.

« Since the start of the war, global search traffic for Or...flo 65 ner
Ukrainian porn increased 600% oo™
« Searches for “Ukrainian escorts” increased 200% oo ces

 Tluurble AaHHbIE HE HYXHB!

Boé koHuaeHUMaNsHO,
Onnara 100 gonnapos CLUA B
uac.

Onnata Ha KapTy,Be6 Kowenek -
Kaxpabli 4ac.

K/HEHTBI MHOCTPaHHBIE { MOXHO
6e3 IHAHUA A3bIKE) |

+ As aresult, spiking demand for sexual access
to Ukrainian women

MoxHo pasosa nopadoTats unn
Hal TOCTOAHHOR DCHOBE.
MuwuTe B UKy

00

S C Organization for Security and
Co-operation in Europe 19
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Increasing vulnerabilities

* 78% have been separated from immediate family members

* Unaccompanied children

* 13% of all family members are older persons

» 24% of households include at least one person at heightened risk
(specific needs)

* 75% of respondents had a tertiary level of education

* Resources are shrinking

*  Accommodation and employment are refugees’ top priority need

S C Organization for Security and
Co-operation in Europe 20

20
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Need to prevent the current
humanitarian crisis from turning

into a human trafficking crisis

S C Organization for Security and
Co-operation in Europe 21
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Recommendations

On the need to enhance anti-trafficking prevention
amid flows of persons from Ukraine (9 March 2022)

On enhancing efforts to identify and mitigate risks of
trafficking in human beings online as a result of the
humanitarian crisis in Ukraine (22 April 2022)

S C Organization for Security and
Co-operation in Europe 22

22
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Prevention

S C Organization for Security and
Co-operation in Europe

Immediate prevention measures and responses to pressing needs of
persons seeking refuge

Legislative and policy measures to prevent and mitigate
vulnerabilities

Integration assistance and support to lessen refugees’ vulnerability to
exploitation

Enhance preparedness of CTHB mech_anisms

23

Enhance preparedness of CTHB mechanisms
- need to intensify

S C Organization for Security and
Go-operation in Europe 24

Inform people seeking refuge of the risks of human trafficking,
including “too good to be true” offers

Enhance operations of anti-trafficking hotlines, in languages
understood by people seeking refuge, and broadly publicize the
hotline number, encouraging them to contact hotline in case of
possible questions or suspicions

Establish clear procedures for rapid exchange of information on
people seeking refuge registered in the transit and destination
countries and their place of residence in order to prevent people,
especially children, from going missing and reduce their vulnerability
to trafficking in human beings

24

12



Enhance preparedness of CTHB mechanisms

- need to intensify

* Monitor locations known for
high risks of human trafficking,
including those related to
provision of sexual services—
including online—street begging
and informal sectors of economy

* Labour inspections to exercise
state control over high-risk
business sectors

S C Organization for Security and
Co-operation in Europe
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Enhance preparedness of CTHB mechanisms

- need to intensify

* Remain attentive to dynamic patterns of large flows of people and
the constantly changing tactics employed by traffickers, and
rapidly exchange information to adjust responses

* Resources to ensure a robust CTHB prevention and response to
exploitation within large flows of people -> Ukrainians can be also a
resource (cultural mediators, interpreters, psychologists, etc.)

+ Direct contacts between National Anti-Trafficking Co-ordinators,
Rapporteurs or equivalent mechanisms of the transit and
destination countries to exchange data and information on trafficking
patterns observed and to co-ordinate on responses, incl. prosecution

S C Organization for Security and
Co-operation in Europe
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Thank you!

, @osce_cthb

|ww§.| osce.org/secretariat/trafficking

S C Organization for Security and
Co-operation in Europe
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4l Ministerie van Justitie en Veiligheid

Modernising the
penal provision on
trafficking in human
beings

The case of the Netherlands

Luuk Esser LL.M PhD
December 1st, 2022 | Vienna (ERA)

Co-funded|by the European Union

Trafficking in Human Beings (THB) in the Netherlands: a brief
introduction

A look at the current legislation
New legislation
Background
Aims and objectives
Process
Relation to international standards/instruments

Modernising Article 273f DPC
1 december 2022
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Legislation influenced by international developments, i.e. multiple
international standards and instrument, such as:

UN Palermo Protocol

Council of Europe Convention

EU Directive 2011/36/EU

ILO Forced Labour Convention (and its Protocol)

Last extensive adjustment in 2005 (implementation UN Palermo
Protocol / EU-legislation)

Modernising Article 273f DPC
1 december 2022

1.800
1.600
1.400
1.200 ——
1.000 —
800 —
600
400
200

0
2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

Aantal geregistreerde 993 1.222 1.711 1.437 1.561 1.321 1.049 1.076 742 1.372 1.013 791
slachtoffers

Figure 1. Number of registered potential victims

Modernising Article 273f DPC
1 december 2022




800 o 100%
700 9%
80%
600 £\ |
70%
500 — 0%
a00 i — 50%
300 — 40%
30%
200 ™ |
\ 5 A“"‘-’ — 20%
100 e 10%
[ 0%
2017 2018 2019 2020 2021 Totool 2017-2021
Onbekend 139 39 54 39 33 304 Unknown
== Gedwongen orgaanverwijdering 1 a 6 1 0 12 Forced organ removal
Criminele uitbuiting 63 63 331 154 95 706 Criminal exploitation
Arbeidsuitbuiting 230 14 261 449 326 1.380 Labour exploitation
Grensoverschrijdende seksuele uitbuiting 403 420 705 317 197 2.042 Sexual exploitation (international)
= Binnenlandse seksuele uitbuiting 263 135 181 19 189 887 Sexual exploitation (domestic)
Totaal 1.087 77 1.537 1.079 838 5331
Figure 2. Form of
exploitation
Modernising Article 273f DPC
1 december 2022
350 —— 100%
90%
300 — A
80%
250 70%
200 60%
50%
150 0%
100 __ 30%
20%
50 - ——
10%
0 e — 0%
2017 2018 2019 2020 2021 Totaal 2017-2021
Latijns-Amerika 2 1 6 36 11 56
Azié as 31 28 56 65 225
w Afrika 20 28 84 53 32 217
Europa 150 aa 132 300 209 835
s Nederland 12 9 8 1 7 37
Overig 0 0 1 1 1 3
Onbekend 1 1 2 1 1 7
Totaal 230 114 261 449 326 1.380

Modernising Article 273f DPC
1 december 2022

Figure 3. Country of ori




THB is criminalized in Article 273f of the Dutch Penal Code (DCP)
Combination of national and international legislation

Different acts, one qualification: trafficking in human beings
‘Fair labelling’

Modernising Article 273f DPC 7
1 december 2022

Section 273f Dutch Penal Code

1. Any person who:
1° by coercion, act of violence or any other act or threat of violence or threat of any other act, by
extortion, fraud, deception or abuse of a position of authority arising from de facto
circumstances, by abuse of a position of vulnerability or by giving or receiving remuneration or
benefits in order to obtain the consent of a person who has control over this other person
recruits, transports, transfers, harbours or receives another person with the purpose of

UN Palermo Protocol exploiting this other person or removing his organs; ‘Trafficking acts’
2° recruits, transports, transfers, harbours or receives another person with the purpose of
exploiting this other person or removing his organs whereas this person is under the age of
eighteen years;
3° recruits, removes or abducts another person with the intention of inducing this person to make

International Convention - himself available for the performance of sexual acts with or for a third party for remuneration;
for the Suppression of the gl 4° compels or persuades another person with one of the means referred to in 1° to make himself
Traffic in Women of Full Age, available for the performance of work or services or to make his organs available or under the
1933 circumstances referred to in 1°, takes any action which he knows or has reasonable cause to

suspect will lead that other person to make himself available for the performance of labour or
services or make his organs available; ‘Exploitation acts’
5¢ induces another person to make himself available for the performance of sexual acts with or for —

a third party for remuneration or make his organs available for remuneration or takes any action
in regard of another person which he knows or has reasonable cause to suspect will lead that
other person to make himself available for the performance of these acts or services or make
his organs available, whereas this person is under the age of eighteen years;

6° intentionally profits from the exploitation of another person; —
7° intentionally profits from the removal of the organs of another person while he knows or has
reasonable cause to suspect that his organs have been removed under one of the

circumstances referred to in 1°;

8¢ intentionally profits from the sexual acts of another person with or for a third party for
remuneration or the removal of his organs for remuneration, whereas this other person is under

the age of eighteen years;

9° compels or induces another person by any of the means referred to in 1° to provide him with the
proceeds of his sexual acts with or for a third party or of the removal of his organs;

National background

/

‘Act of profiting”

| shall be guilty of human trafficking and as such shall be liable to a term of imprisonment not exceeding
Modernising Article 273f DPC twelve years or a fine of the fifth category. — 8

1 december 2022




1° by coercion, act of violence or any other act or threat of violence or threat of any other act,
by extortion, fraud, deception or iabuse of a position of authority arising from de facto
circumstances, by abuse of a position of vulnerabilty or by giving or receiving remuneration or
benefits in order to obtain the consent of a person who has control over this other person
recruits, transports, transfers, harbours or receives another person with the purpose of
exploiting this other person or removing his organs;

Modernising Article 273f DPC
1 december 2022

Three recognizable elements: acts — means - purpose (of
exploitation)

Acts: ‘neutral’ acts, no interpretative issues

Means: abuse of a position of vulnerability takes centre stage in
case law
Broad interpretation by Supreme Court:

a) Position of vulnerability, inter alia: irregular status, drug addiction,
witholding passports

b) Proof of knowledge about this situation at the side of the trafficker
constitutes the abuse (use = abuse).

Modernising Article 273f DPC
1 december 2022
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Purpose of exploitation
Supreme Court: when assessing whether a situation qualifies as
exploitation, courts should take into account the following aspects:
Nature and duration of the work the victim was forced into;
The limitations posed by this situation on the victim;
The financial benefits gained by the perpetrator.

The frame of reference for weighing these and other relevant factors should
be the prevailing social standards in the Netherlands (inter alia standards
regarding minimum wage, rest periods, working conditions et cetera).

Modernising Article 273f DPC 11
1 december 2022

11

Multiple acts - different in nature - criminalised under one
qualification: trafficking in human beings

Longest provision in the Dutch Penal Code
Overlap between acts

Applicability is complex, according to legal doctrine and
practicioners

Modernising Article 273f DPC 12
1 december 2022
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Difficulties in the application in labour exploitation cases: high
threshold (burden of proof) and lots of space left open for
interpretation by judges, leading to casuistic case law

‘Lack of criminalisation’

Labour exploitation

istrative law

Modernising Article 273f DPC 13

1 december 2022

13

Background

Aims and objectives

Process

International and European instruments

Modernising Article 273f DPC 14

1 december 2022
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Coalition agreement, December 2021
Complex nature of the penal provision
Lacuna in the legislation regarding labour exploitation

Modernising Article 273f DPC
1 december 2022

15

15

Broadening the scope of the criminal provision, inter alia with
regard to labour exploitation

Improving the accessibility of the provision as a whole

Modernising Article 273f DPC
1 december 2022
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Accessibility

Proposal to make a clear distinction in the provision between differents acts in
the process of trafficking and exploitation

Three specific penal provisions (in different articles) criminalising the act of:
> Trafficking in human beings (UN Palermo Protocol)
> Exploitation
> Profiting from trafficking or exploitation

Modernising Article 273f DPC 17
1 december 2022

17

Easier-to-use definition of THB

Guilty of human trafficking shall be:

Any person who through the use of any of the means, laid down in Paragraph 3,
recruits, transports, transfers, harbours or receives another person for the purpose
of exploitation of that person. (maximum 12 yrs imprisonment)

Specific criminal provision on exploitation

Guilty of exploitation shall be: _ _
Any person who exploits another person. (maximum 12 yrs imprisonment)

Specific criminal provision on profiting

Guilty of profiting from the acts of human trafficking and exploitation shall be:

Any person intentionally profiting from the acts of trafficking in human beings and
exploitation, while that person knows or should have serious reason to believe that
the person involved is victim of the said acts. (maximum 6yrs imprisonment)

Modernising Article 273f DPC 18
1 december 2022
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New penal provision on labour situations causing serious harm to
workers

Positioned between acts justifying a ‘human trafficking/exploitation
approach’ and an administrative sanction

Labour exploitation

Modernising Article 273f DPC istrative law 19

1 december 2022

19

Guilty of serious harm in labour situations shall be:

Any person who through abuse of a position of authority or abuse of
a position of vulnerability causes another person to perform work
under conditions or circumstances that induce serious harm to that
person.

Labour exploitation

Modernising Article 273f DPC istrative law 20

1 december 2022

20
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International Convention
for the Suppression of the 1
Traffic in Women of Full Age,

1933

Section 273f Dutch Penal Code

1. Any person who:
1° by coercion, act of violence or any other act or threat of violence or threat of any other act, by
extortion, fraud, deception or abuse of a position of authority arising from de facto
circumstances, by abuse of a position of vulnerability or by giving or receiving remuneration or
benefits in order to obtain the consent of a person who has control over this other person
UN Palermo Protocol recruits, transports, transfers, harbours or receives another person with the purpose of
exploiting this other person or removing his organs;
2° recruits, transports, transfers, harbours or receives another person with the purpose of
exploiting this other person or removing his organs whereas this person is under the age of
eighteen years;

7

National background

shall be guilty of human trafficking and as such shall be liable to a term of imprisonment not exceeding

‘Trafficking acts’

‘Exploitation acts’

‘Act of profiting”

Modernising Article 273f DPC "~ twelve years or a fine of the fifth category. — 21
1 december 2022
21
Preconsultation and consultation (December 2022-March 2023)
Council of State Advisory Opinion (June 2023)
Introduction to the House of Representatives (September 2023)
Modernising Article 273f DPC 22
1 december 2022
22

11



Modernising Article 273f DPC
1 december 2022

42

B4 I.b.esser@minjenv.nl
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Trafficking in Human Beings: Countering Impunity

Enhancing investigations and prosecutions

0Sce.org
1 December 2022, Vienna

Co-funded by the European Union

Technology facilitated human trafficking

v 250,000 new escort ads are posted online every day in US.
Somewhere in that pile of data are children who are bought and sold
online for sex

v' 75% of survivors in the US were advertised online for sexual services
and that online advertising is increasing while advertising on the street
is decreasing

v Four out of 10 people hooked by trafficking networks throughout
Mexico are captured through fake job offers, according to a report by
the Citizen Council for Security and Justice of Mexico City

v" In Austria in 2018, in 74% of THB cases the Internet was the most
common infrastructure used by perpetrators

S C QOrganization for Security and
Co-operation in Europe




Technology facilitated human trafficking

v" Roughly 40% of online ads offering escort and sex work services in
British Columbia, CAN included language indicating child sex
trafficking

v' 750,000 individuals estimated to be looking to connect with
children across the globe for sexual purposes online at any one
time

v OSCE identified over thousands of websites in 26 OSCE pS
where the risks of THB is high

S C QOrganization for Security and
Co-operation in Europe

Technology facilitated human trafficking

v’ Last year, German police and customs conducted 510 investigations
into human trafficking and exploitation

v’ This includes various offences, such as the compulsion to engage in
prostitution, child pornography films or sexual acts on children and
adolescents in exchange for rewards

v For more than one in three underage victims (36 percent), the first
contact was made via the Internet, such as platforms, chats,
online games and social media

S C QOrganization for Security and
Co-operation in Europe




What is the “positive” role of

technology?

S C QOrganization for Security and
Co-operation in Europe

OSCE response - research

305 initiatives identified as a result of the mapping exercise
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OSCE response - research

@ Office of the Special and Co-o

ering ] tratficking

Leveraging innovation to fight trafficking in

human beings: a comprehensive analysis of
technology tools

Organization for Security and Co-operation in Europe 22 June 2020

The views, opinians, d other i

ion expressed in this d are not given

d Co-operation in Europe (05CE)
unless the OSCE is explicitly defined as the Auhr of this document.

ner

for See

https://www.osce.org/cthb/455206
O[S |C|€ ety
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OSCE response - research

Language available
Trafficking type Per cent of tech tools 3%

= English
o English 1 oth
Labour Trafficking 46% languages
Unclear
Sex Trafficking 29%
= Spanish
21%
® French
4%
Other
® Chinese
Region of operation
59 = North America
e .
o MENA Regional / global
® Asia
/ e = Regional
= E| e
v 56% Global
= Oceania

S C QOrganization for Security and
Co-operation in Europe



https://www.osce.org/cthb/455206

OSCE response - research

Anti-trafficking tool type

= Victim /Trafficker
Identification

= Awareness-raising,
Education, Collaboration

= Supply Chain
Management

= Data Trends & Mapping

= Corporate Risk
Identification

= Worker Engagement &
Empowerment

= Victim Case Management
& Support

= Ethical Shopping

Privacy/Personal Identity

» Payment Security

Other

s C Organization for Security and
Co-operation in Europe 9

OSCE response - research

Target users

Standards & Certification Bodies
Other

Consumers

Government/1GOs
Community/Family

Potential victims W Percentage

Victims

Law Enforcement
NGOs

Businesses

25

s C Organization for Security and
Co-operation in Europe 10




OSCE response - research

TECH
) OUR WORK ¥  WHO'S INVOLVED ¥  NEWS & EVENTS  INTERACTIVE HAP  CONTACT US

AGAINST
TRAFFICKING

TECH > INTERACTIVE MAP OF @
AGAINST ANTI-TRAFFICKING
TRAFFICKING TECH TOOLS >
TOOL CATEGORY
TARGET USERS e TARGET SECTOR
TECHNOLOGY TRAFFICKING TYPE

Browse the tool list or select a ° to explore tool connections

S C QOrganization for Security and
Co-operation in Europe

1
= gun -
SpeCIfIC examples - data scraping software
LIGHT
Ads with a Similar Image
Oute ol Qun 14, 2017 -Sep 24, 2007) Lacatons Poio e S—p— -
N
ATHICK & JUICY D3SWEET & WET 347 HUGE i
S BOOES & =3 # Simply AmAz InG = D S R e
DOEE % - 26
Locanon My, Mantsnd
e e ]
ATHICK & JUICY ISWEET & WET 24 HUGE L e
BOOBS & =3 4 Simply Amaz InG = EE e
DOEE % - 26 127PM EOT
woanon v
rp— Dk of Cokambia
ATHICK & JUICY DISWEET & WET 24 HUGE T ;;“&ZZ;'”"
BOOBS & & =3 & Simply AmAz InG « BRI ro— i
e o e
i s el D YR58 %SRS 308
S QOrganization for Security and
C Co-operation in Europe 12
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Specific examples - data scraping software

AVERAGE KIDS REACHED
DAILY TIME SAVED CHILDREN IDENTIFIED

S C QOrganization for Security and
Co-operation in Europe 13

13

Specific examples - data scraping software

Since 2018, Traffic Jam was used to identify an estimated
6,800 victims of sex trafficking.

S C QOrganization for Security and
Co-operation in Europe 14

14




Specific examples - data scraping software

S C QOrganization for Security and
Co-operation in Europe 15

15

Al tools to fight THB - PROJECT INTERCEPT

HOW PROJECT INTERCEPT WORKS

- B . & °
‘mh’@:@ml

. Deterrence
3. Texting Chat Bot

S C QOrganization for Security and
Co-operation in Europe 16

16




Al tools to fight THB - PROJECT INTERCEPT

1 project intercept

conversations between bots and potential buyers

‘search conversations 12065528377 phone lookup
12066528377 @
2 minutes 30 that'd be grest, I'm joe @ e 101
14256575024 A
wall that just haaipens 16 be my Taverita, 100/, sy sarvice sity: Seattis

it

§

14256575024 ‘you wanit in particuiar? )

wae WA
14256575024 2 minutas age i can do that. like | said qv. &
98122-3050
14258575024 grest right 0n 777 whare do you want 1o meet? amintess  gode

4256575024 ameassgo rice i like that! 7' in redmand. can you come here?

camier:  Google Vokcs

14258575024 K hey F'm coal with wherever, any pic of you 1o feel safe? 7m

i mncesgs  fine NanFisecVOIP
14258575024 trpe

[TR— that's me. you guna send ma ore?
14256575024 belongs  Business

atew soconds sga 0 type:
14256575024

K 100/t for gho, 5 v

14256575024 usage:

Seattio Against Slavery 8 2018 - Project intercapt by Seattis Against Slavery

s C Organization for Security and
Co-operation in Europe 17

17

Al tools to deter buyers —
Street Grace Transaction Intercept

v" Works to find the “buyers” of minor sex and erodes their notion of
“anonymity”

v’ After identifying potential buyers, Street Grace communicates with
these individuals using an artificial intelligence chatbot, Gracie.

v" Once the intent to purchase a minor is confirmed Gracie
communicates the risks and consequences of the potential buyer’s
actions.

v Additionally, Transaction Intercept provides trauma and therapy
resources to all individual “buyers”

XN
TRANSACTION
O[S |C|e EE=ate INTERCEPT

18




Al tools to deter buyers — Childsafe.ai

v’ childsafe.ai is the world’s first artificial intelligence platform for
monitoring, graphing and modelling child exploitation risk on the

Web.

In use by law enforcement agencies around the United States,
childsafe.ai actively collects signal of exploitation threats from online
ecosystems where they are known to occur, modelling that signal

into probable risk.

S C QOrganization for Security and
Co-operation in Europe

CHILDSAFE

PROTECTING KIDS ONLINE

19

Specific examples — HASING TECHNOLOGY

Help stop the spread of child
exploitation

In 2009, Microsoft partnered with
Dartmouth College to develop
PhotoDNA, a technology that aids in
finding and removing known images of
child exploitation. Today, PhotoDNA is
used by organizations around the world
and has assisted in the detection,
disruption, and reporting of millions of
child exploitation images.

S C QOrganization for Security and
Co-operation in Europe

B Microsoft

20

20
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Specific examples — HASING TECHNOLOGY

Google

Content Safety API Access Request

Request access to Google's Content Safety API for Child Safety NGOs.

* Required

Email address *

S C QOrganization for Security and
Co-operation in Europe

21

21

Al tools to fight THB - PROJECT ARACHNID

A world leader in reducing the availability of child
sexual abuse material

N
X%

Project Arachnid is an innovative, victim-centric set of tools to combat

the growing proliferation of child sexual abuse material (CSAM) on the

internet. Launched in 2017, Project Arachnid unifies automated CSAM

detection methods with a team of dedicated analysts around the world
to quickly send removal notices to electronic service providers

(ESPs).
EE Organization for Security and
Co-operation in Europe

22

22
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Specific examples - TraffickCam

S C QOrganization for Security and
Co-operation in Europe

23
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Specific examples — financial analysis

Common indicators of ML related to

" o ND
human trafficking FINTRAC T CANAFE
Purchases POS Purchases Transactions
* Multiple point-of-sale * Multiple point-of-sale e Hotel / Motel
transactions at transactions at transactions often
e car rental agencies e Drug stores totalling thousands of
« [ocal hotels / motels « Clothing stores dollars monthly across
¢ Distance ¢ Beauty stores (e.g., (eprily X
transportation (e.g., stores that sell ° HPtEI / Mo_lf” c..harges &
airline, train, and/or lingerie and/or make- d_’ﬁ erent cities in short
bus ticket purchases) up) e Spih]
s Local transportation ¢ fast food restaurants

(e.g., taxi, limousine,
vehicle rental, ride
sharing services)

S C QOrganization for Security and
Co-operation in Europe
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Specific examples — financial analysis

Suspicious Transaction Reports

. N
Received FINTRAC T~ CANAFE
[ STRs Received
2017 d 4200
2016 ] 2000
2015 |l 450
M Disclosures...
M Reactive  Proactive
]
o 196 2015 2016 - 2018
2016 ] 84
2015 19

S C QOrganization for Security and
Co-operation in Europe
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Thank you!
radu.cucos@osce.org
, @osce_cthb
osce.org/secretariat/
l:‘””’{i trafficking
26
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Technology and human
trafficking

Trafficking in human beings: Countering impunity

GLOBAL
INITIATIVE

Co-funded by the European Union

Technology and human trafficking 2

Outline

1. The role of technology in human

trafficking

. Responses - Tech sector as key actor

The need for a coordinated cross-border & multi-stakeholder

approach

. Tech Against Trafficking G LO BAL
Harnessing the power of tech & multi-stakeholder I N I T I AT IVE

partnerships to combat human trafficking




RESPECT initiative (Responsible and Ethical Private Sector
Coalition against Trafficking)

Flagship projects include:

. respect.international/resource-centre

The one-stop shop for businesses and relevant stakeholders on materials related to human trafficking, including
webinars, reports, standards and code of ethics, legislations, and guidance

modernslaverymap.org

The interactive map provides a unified repository of initiatives and organizations engaging businesses in the fight
against human trafficking

S , . S, i
fw2 GBCAT N s @l) GLOBAL = @@% United Nations
€ GBCAT (i) mommmmirmon BADSN Dt @IOM (@) Uniedatins
. techagainsttrafficking.org

A coalition of technology companies collaborating with global experts to help eradicate human trafficking through
technology amazon Bvicosot %, Google 0QMeta

GI-TOC / RESPECT is the Research Lead. Business for Social Responsibility (BSR) is the Secretariat

Interactive map of anti-trafficking tech tools: techagainsttrafficking.org/interactive-map

Technology and human trafficking

LOBAL
INITIATIVE

The role of technology in human

trafficking




GLOBAL Technology and human trafficking 5
INITIATIVE

How technologies changed the human trafficking landscape

. WhatsApp,
Planning the DarkOde
crime ShadowCrew
/ =
=

Profiling, Facebook,
recruiting & Snapchat,
exerting control Instagram,

Cryptocurrencies( Hiding &
Bitcoin, Altcoin) moving the -
over victims career portals

proceeds of
crime

Backpage, Advertising to
Craigslist, buyers
Tor
\ Exploiting,

ing &

Skype, coercing

Second Life, }/ dsicctili\rlTl]zg
VRChat

Current dynamics
Online flight tickets,
public transport / car
sharing apps, phone
monitoring &
surveillance

Transporting &
tracking victims

Anonymous / encrypted
communication throughout the cycle

GLOBAL Technology and human trafficking 6
INITIATIVE

The role & impact of technology in / on human trafficking

Avoid detection
through
enhanced
anonymity,
complicate
investigations

Flattened Increased Increase in Lowered entry
structures + potential victims’ market reach, costs & barriers,
greater mobility, online / digital demand & emergence of
reduced human vulnerabilities & recruitment, mass [ individual criminal
resources exposure commercialisation actors

Legal loopholes,
limited technical
capabilities &
resources




wﬁ%~' GLOBAL Technology and human trafficking
3 INITIATIVE

The need for a coordinated cross-border &

multi-stakeholder approach

3 GLOBAL Technology and human trafficking 9
J INITIATIVE

Responses: Tech sector as key actor

Leveraging tech to counter trafficking (& other crimes)

» E.g. web crawling, filter technology, keyword matching, robust / binary hashing,

artificial intelligence / machine learning, satellite imaging systems etc.

> automated searches through escort ads . @
g Who has these technologies? ®9

» ML algorithms to detect new abuse materials

» satellite-based vessel tracking
— &P

=>» Call to action: collaborate with businesses




GLOBAL Technology and human trafficking 10
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Adding impunity to the picture
How tech can be used to address impunity in human trafficking

« Digital evidence (e.g. tamper-evident images, satellite GPS data, etc.)

 Digital forensics

« Digital traces of illicit financial flows (IFFs) (incl. corruption, proceeds from human trafficking
activities, etc.)

=>» Worth noting: These tools address the symptoms, capture the acts of exploitation, track illicit
flows and transactions (money, people etc.), but do not address the root causes and systems

which enable exploitation in the first place.

GLOBAL Technology and human trafficking 11
INITIATIVE

The problem:

Companies, including tech companies, online platforms, and service providers (e.g. ISPs), are
profit-driven in today’s political & economic structures & systems. &2,

» monitoring, reporting, safeguarding, safety measures in tech tools, communication apps and

online platforms developed as an afterthought (onus is currently placed on users)

» criminals capitalise well on these tech loopholes & gaps

=>» Call to action:
(i) increase accountability & liability for digital platforms & applications from the tech sector;

(ii) mandate businesses to put in place these elements, mechanisms & measures (esp.
multinationals, who might not need to comply with local laws => multilateral collaboration)

B Voluntary compliance does not work (we should not incentivize ignorance)
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Harnessing the power of tech & multi-stakeholder
partnerships to combat human trafficking

Tech Against Trafficking is a coalition of
technology companies collaborating with global
experts to help eradicate human trafficking using
technology.

TECH
AGAINST Our goal is to work with civil society, law
TRAFF'CK'NG enforcement, academia, technologists, and

survivors to advance and scale the use of
technology to prevent, disrupt, and reduce human
trafficking and increase and expand survivors’
access to resources.




TECH AGAINST TRAFFICKING

Member Companies

Lead governing body; determining strategic
direction and will lead on implementation

amazon Google 0OMeta B2 Microsoft _,

Advisory Group
Provide strategic guidance to the group; unlock tech™ REEE | :ucL| ."é;"» wbcsd *}men

networks to experts and ideas

Research Partners
-'Rasvm

LOBAL
Lead on research outputs for the group; participate @MT“\U.XE
in Advisory Group

Secretariat
BSR
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KEY ACTIVITIES

Map the Landscape

I.Q. Review and map the landscape of technologies being used to combat human trafficking in different
geographies, languages, and with varied target populations, including vulnerable groups, victims,
survivors, law enforcement, civil society, and technology providers.

Identify and Select

% Identify technology tools with the potential for scale or interest in exploring new and innovative
partnerships geared towards greater impact through the use of technology.

Accelerate Solutions

‘q Accelerate the work of technology solutions through resources and support from TAT member companies,
Y J while building an ecosystem of actors that will provide ongoing support for scalable tech solutions. Share,
pilot, and measure the success of participating technology solutions.

TECH
AGAINST ) 15
TRAFFICKING




300+

Tech Tools Addressing

Human Trafficking

W Payment Security 1 W Worker Engagement & Empowerment 9

m Corporate Risk Identification 10

opping 2

Ethica

n2 m Data Trends & Mapping 13

nal Identifica
Chain Management 14

Phases of Labour Exploitation

User: Business

Vulnerable Labour
Communities Recruitment Deployment Exploitation Intervention Reintegration

~, o o a
-

|

Identification
+ Red Flags Identification & Auditing Tools

+ Remittance & Supplier Management Tools
Example: BlueView, TraSeable

Protection

+ Victim Case Management / Assistance Tools

+ Operational & Remediation Guidelines / Tools
Example: Transnational Referral Mechanism (IOM)

Tech Against Trafficking




GEOGRAPHIES: TOOLS BY REGION

6% in MENA
22% in Europe

34%inNorth | .

America
22% in Asia

6% inLatin America | < |
& the Caribbean

'

6% in Sub-Saharan Africa

TECH
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THE INTERACTIVE MAP

[ TechA - B X
& O & https://techagainsttrafficking.org Q ¥ = 6

COMPANIES COLLABORATING
WITH GLOBAL EXPERTS TO
HELP ERADICATE HUMAN
TRAFFICKING USING

TECHNOLOGY

TECH
AGAINST )
TRAFFICKING




TECH INTERACTIVE MAP OF Download the list of anti-trafficking tech tools
AGAINST ANTI-TRAFFICKING
TRAFFICKING TECH TOOLS ey

TOOL CATEGORY

TARGET USERS TARGET SECTOR
? ?
l ? ? .
TECHNOLOGY a TRAFFICKING TYPE

Browse the tool list or select a o to explore tool connections

@ IGNLI('I)'%!I.VE Technology and human trafficking 21

Highlights from TAT’s landscape analysis

H Law Enforcement

» Strong concentration of tech tools developed and 2 ® Businesses
operating in the global North despite higher w
prevalence rates of human trafficking in the global oo

South

28% m Government/IGOs
m Victims

® Community/Family

Consumers
Potential victims
* Few Victim Case Management and Support’ tools Standards & Certification Bodies

(six per cent) as compared to other tools = Other

» Businesses are the top user group of customizable
tools (more than a quarter)
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Highlights from TAT’s landscape analysis (cont.)

» Although half of the tools are free to use, more than three quarters are proprietary technologies /
innovations

» Business, law enforcement, governments and NGOs are the target users of more sophisticated
tech tools (using blockchain and big data technologies), whereas victims and community
members are more targeted for low-tech tools (mobile apps)

* More than half of the identified tech tools developed to counter labour trafficking target
worldwide users, whereas tools against sex trafficking focus more on the regional level

Geographical coverage of tools Geographical coverage of tools
against labour trafficking against sex trafficking

u Global
® Region

u Global
Region

Office of the Special Representative and Co-ordinator
for Combating Trafficking in Human Beings

Tech Against Trafficking

Leveraging innovation PUBL'CAT'ON

to fight trafficking in
human beings:

+ Joint publication with the OSCE

* Takes stock of technology tools and initiatives
developed to combat human trafficking

* Recommendations to governments & organizations
funding technology projects on how to maximize the
value of tech-based solutions

TECH
c D [t i AGAINST )
Ols cleEEEs el




THE ACCELERATOR PROGRAM

q to advance and scale the work of technology tools being used to combat human

s trafficking.
() @®) the lantern project (.|
UN MIGRATION unseen
Counter- [Break from AP] The Lantern Project Modern Slavery Q modern
Trafficking Data Shifted priorities due to the . Helpline, Unseen ’ﬁ'gﬁfiﬂe
Collaborative pandemic App 08000 121 700
un CTDC Conducted needs
assessment survey @
Provided on the ground : :
technical support to June 2021 July 2021 May 2022 May 2022

) . ) -March 2022 and Beyond
frontline organisations s

nnnnnnnnn
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 Business-ledinitiative

e Truly multi-stakeholder

OR e Solution-oriented

* Flexibility

« Commitment through basic

funding
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Key take-aways

* Technology & the tech sector play a key role in addressing vulnerabilities and demand for
human trafficking.

* The complexity, cross-border & cross-cutting nature of the crime requires a coordinated,
transnational & multistakeholder response.

* Governments & policymakers are urged to: @

» Increase collaboration with the tech sector;

» Revise & update existing legal frameworks & legislations to address & regulate illicit activities in
the cyber space;

» Strengthen policies oriented towards the private sector, esp. regarding monitoring, reporting,
safeguarding, safety measures in tech tools, communication apps & online platforms
(preventive protections should be mandated to prevent negligence).

Tech, human trafficking, and demand

THANK YOU

%/ INITIATIVE

Contact
thi.hoang@globalinitiative.net
www.globalinitiative.net
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DIRECTIA DE INVESTIGARE A INFRACTIUNILOR
DE CRIMINALITATE ORGANIZATA S TERORISM

ROMANIA

Utilising the European Investigation Order (EIO) to
enhance THB investigations and prosecutions.

:!:e technical limits of the investigative measures.

015t December 2022

Alexandru DENA
DIICOT
ROMANIA

CTHB
one question- multiple actors - multiple answers

* Education (LEA, Judicial, potential victims, clients)
* International Cooperation

* Social welfare policies National legislation
* Prevention EU legislation

* Training Following the crime proceeds
* Investigations Recovery of assets

* Prosecution Protection

71712023



Discussions topics

* Interception of communications vs. end-to-end
encryption and online anonymity

* Costs of investigations vs. respect of privacy and
individual rights

The Directive 2014/41/EU regarding the European Investigation Order
in criminal matters became applicable on 22 May 2017.

It updated the legal framework for the gathering and transfer of evidence
between Member States. In particular, it replaced the Convention on Mutual
Assistance in Criminal Matters between the Member States of the European
Union.

The Directive is based on the principle of mutual recognition of judgements and
judicial decisions and allows a judicial authority in one Member State (the
"issuing authority") to request that specific investigative measures are carried
out by an authority in another Member State (the "executing authority") to
obtain evidence.

71712023



Investigative measures that can be requested through EIO:

* Hearing

* Hearing through video-conference

* Information on bank and other financial accounts

* Controlled delivery, monitoring of banking or other financial operations
* Covert investigations

* Interception of telecommunications with or without the technical
assistance of another Member State

* Transfer of evidence

»
— wWww.diicot.ro ﬁa‘

Measures that cannot be requested through EIO:

* Establishment of Joint Investigation Teams and evidence gathering within them
e Seizing of assets

*  Cross-border surveillance, as referred to in the Convention implementing the
* Schengen Agreement;

* The preservation of data;

¢ Transfer of a person to another Member State for the purposes of prosecution,

including bringing that person before a court for standing trial for which a European

Arrest Warrant (EAW) should be issued

— WWW.diicot.ro ﬁa‘

71712023



* EIO is about speeding the legal procedures

* EIO FORMS
— European Investigation Order (EIO), in Annex A; (LESS TRANSLATION COSTS)
— Confirmation of the Receipt of an EIO, in Annex B; and

— Notification of the interception of telecommunications without technical assistance, in
Annex C.

The executing authority, which receives the EIO must, within a week of the
reception of an EIO, complete and send the confirmation of the receipt of an
EIO, set out in Annex B (Art. 16(1) of the Directive.

https://www.ejn-crimjust.europa.eu/ejn/libshowdocument/EN/3155/EN

ACTIVE CASES 2021 by countries
THB-trafficking of minors-child pornography

SPAIN I 10
NETHERLANDS I 7
Us I
UK I O
FRANCE I S
BELGIUM I S
HUNGARY IS 4
AUSTRIA I
SWITZERLAND I 3
LITHUANIA - ?
NORWAY N 2
IRELAND N 2
BULGARIA M 1
Cyprus R 1
DENMARK 1N ]

m OUTGOING ElOs/MLAs 2021
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GERMANY
SPAIN
SWITZERLAND
FRANCE
BELGIUM
NETHERLANDS
UK

CZECH REPUBLIC
SWEDEN
NORWAY
IRELAND
POLAND

ITALY

REPUBLIC OF MOLDOVA
LUXEMBOURG
HUNGARY
AUSTRIA

RUSSIA

PASSIVE CASES 2021 by countries
THB-trafficking of minors-child pornography

===+

e )
]
I 1
BEe===i1
LI}
I 1
1
I 1
I}
I ]

= INCOMING EIOs/MLAs 2021

12

9
EIO is about the interoperability of systems
Interoperability regards:
* 1. Legal Framework
* 2. Semantics/definitions
* 3. Technical aspects
* 4. Institutional/organisational aspects
10
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1. Legal framework

The Directive 2014/41/EU regarding the European Investigation Order in criminal matters

*  COM(2020) 712 final Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF
THE COUNCIL on a computerised system for communication in cross-border civil and criminal
proceedings (e-CODEX system), and amending Regulation (EU) 2018/1726.

* The e-CODEX system is the digital backbone of EU judicial cooperation in civil and criminal
matters. e-CODEX comprises a package of software products which allow to set up a network
of access points for secure inter-court digital communication.

https://www.europarl.europa.eu/legislative-train/theme-a-new-push-for-european-democracy/file-proposal-
for-the-e-codex-regulation

»
— wWww.diicot.ro ﬁ&-

11
1. Legal framework

* "[...]a clear and uniform legal basis for the whole EU".

* The proposed regulation entrusts the eu-LISA Agency with the
operational management of the e-CODEX system. The
handover of e-CODEX to eu-LISA would take place no earlier
than in July 2023.

https://www.europarl.europa.eu/legislative-train/theme-a-new-push-for-european-democracy/file-proposal-
for-the-e-codex-regulation

— WWW.diicot.ro ﬁa‘
12
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1. Legal framework

* On 24 March 2022, the Parliament, at its plenary session in
Brussels, adopted its legislative resolution on E-CODEX

* On 1June 2022 the regulation on E-CODEX was published in
the Official Journal

The final version can be found here: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv:0J.L_.2022.150.01.0001.01.ENG.

iy
— Www.diicot.ro %a‘

13

EIO is about the interoperability of systems

Interoperability regards:

1. Legal Framework
2. Semantics/definitions

* 3. Technical aspects
* 4. Institutional/organisational aspects

by
— wWww.diicot.ro &a’

14
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2. Semantics/definitions

measures?

* Do EU MS have the same legal framework in
authorizing investigative measures?

— wWww.diicot.ro

- Do EU MS have the same definitions of Investigative

@

15

2. Semantics/definitions

Example> Special investigative measures - Art 22-31 of the EIO Directive

“-With regard to interception of other communications, e.g. via a device in a car that crosses
the border, a covert listening device (‘bugging’), one Member State represented in the
workshop reported that in its national legislation bugging is indeed regarded as interception
of telecommunications/wiretapping. In other Member States, bugging is not regarded as
interception, but is in fact considered an even more intrusive measure and cannot be
authorised retroactively.

(52nd Plenary meeting of the European Judicial Network - EJN Conclusions on the European
Investigation Order, 2019).

— wWww.diicot.ro

@

16
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2. Semantics/definitions

Special investigative measures - Art 22-31 of the EIO Directive

* In some Member States the national legislation provides for that a notification to
the other Member State is required only if the communication is listened to; on
the other hand, in some Member States, the legislation states that any information
that is obtained through a telecommunications system requires notification, e.g.
positioning.™

(52nd Plenary meeting of the European Judicial Network - EJN Conclusions on the European
Investigation Order, 2019)

17

EIO is about the interoperability of systems

Interoperability regards:

1. Legal Framework

2. Semantics/definitions

* 3. Technical aspects

* 4. Institutional/organisational aspects

by
— wWww.diicot.ro &a’

18
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3. Technical aspects

Infrastructure — development of e-Evidence Digital Exchange System (e-EDES)
and the e-Justice Communication via Online Data Exchange (e-CODEX).

Secure connections between MS

Large amounts of data to be transferred

Data retention

»
— wWww.diicot.ro ﬁ&-

19

3. Technical aspects

Electronic evidence poses major challenges*:

lack of suitable and systematic regulation

necessity for specific knowledge not only to understand the nature of the
electronic evidence but also how to process the data and how to interpret specific

processing laws (computer search — computer search analysis)
difficulty to present electronic evidence at court in an understandable manner

difficulty electronic evidence to be accepted at court where judges ask for more

guarantees than with traditional evidence

lack of technical infrastructure in judicial departments

*http://www.evidenceproject.eu/about-evidence/concept-and-objectives.html

20

71712023
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3. Technical aspects

Electronic evidence poses major challenges®:

high cost of examining and interpreting the information

difficulty in proving authenticity, reliability and origin of data
volatility of data and ease of manipulation

difficulty in identifying the perpetrator of the crime

difficulty in conserving, preserving and storing electronic data
difficulty in establishing the legal value of the electronic evidence

lack of legal support and certification models

*http://www.evidenceproject.eu/about-evidence/concept-and-objectives.html

21

EIO is about the interoperability of systems

Interoperability regards:

1. Legal Framework

2. Semantics/definitions

3. Technical aspects

4. Institutional/organisational aspects

by
— wWww.diicot.ro ﬁa’
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3. Institutional aspects

* Which authorities should be involved
 |dentifying the executing authority
* Notification of interception

What do we need to prosecute a THB case and have useful EIOs?

- Multi-disciplinary trained prosecutors (legal, cyber aware, technical aware, etc)

- Strong law enforcement connected to the EU LEA instruments (EUROPOL, EMPACT, etc)

- Proper laws (including common definitions of victim, client, perpetrator,etc)

- Equipment for gathering evidence (special equipment, decryption, etc < costs?

- Useful international cooperation tools - Improved judicial cooperation with EU and non-
EU countries Prosecutor’s Offices working together but also forensically sound, reliable,
undoubtful and admissible technical evidence (digital evidence, tracking, wire tapping) within
EU courts

- Increase the number of JITs and EIOs - DIICOT has had 62 THB JITs from 2013-2020 and
34 all type JITs in 2021 only (14 new)

- Development of guidelines Ex Joint Day operations guide

- Good cooperation with private sector (Online Service Providers)

- Social protection for the victims and compensation

12



CHALLENGES

- THB cases are cross-border per se => EU judicial and
police cooperation mandatory;

- the use and authorization of special investigative measures (wire
tapping, gps tracking, undercover agents, etc), in cross border case is not
uniform;

- Prosecutor not comfortable to start JITs

- Electronic evidence is not defined in all MS legislation

- Most states don’t have procedure for seizing virtual currencies

25
Discussions topics
* Interception of communications vs. end-to-end
encryption and online anonymity
* Costs of investigations vs. respect of privacy and
individual rights
26

71712023
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DIRECTIA DE INVESTIGARE A INFRACTIUNILOR
DE CRIMINALITATE ORGANIZATA §I TERORISM

ROMANIA

Thank you!

Alexandru DENA
1 | DIICOT Specialist
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METHODOLOGY
FOR ORGANISING JOINT
ACTION DAYS/ OPERATIONS
IN THB INVESTIGATIONS

This profuct & co-funded by the Baregean Union

29
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GUIDELINES
ON HEARING TECHNIQUES
FOR VICTIMS OF TRAFFICKING
IN HUMAN BEINGS
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Europol’s wi

e assistance in\e\ hancing

i cross-border |?W

enforcement Y
cooperation to combat
THB
|
Vienna, 1-2 December
2022, ERA

Co-funded by the European Union
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COVID impact
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I. Introduction of Europol — support and service

ZEURSPOL Europol Unclassified - Basic Protection Level

The objective of Europol shall be to support
and strengthen action by the competent
authorities of the member states and their
mutual cooperation in preventing and
combating organised crime, terrorism and
other forms of serious,crime affecting two
or more member states.

(Europol Regulation Art. 3.)
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EUROPOL: who?!
27 Member States, Partners & Agencies

Member States
Operational Agreements
Strategic Agreements
Working Arrangements

Europol Unclassified — BPL

Europol’s Support

THEMATIC AND STRATEGIC APPLICATION OF THE
CUSTOMER-BASED AND OPERATIONAL/ANALYTICAL ANALYSIS ON NEW THB CONCEPT OF OPERATIONAL
CASE-ORIENTED APPROACH AND FINANCIAL SUPPORT TRENDS/ASSESSMENT OF TASK FORCE
THREAT

Support priority Centralized database * Emergingissues * Identify and target
cases by commodity impacting several the most
based AP (drugs, Field deployments MSs threatening OCGs
THB...)

Coordination of

Horizontal way Joint Action Days
approach

Europol Unclassified - Basic Protection Level
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EUROPOL'S OPERATIONAL SUPPORT SERVICES

On-the-spot Secure
assistance communication

(mobile office channel —
and UFED) SIENA, VCP,

PNR data ﬁ

ZEURTPOL

Europol Unclassified - Basic Protection Level

Analysis Project Phoenix — Europol’s project dedicated to THB

The AP was established in June 2007 and it is composed of a specialised team of specialists and analysts.

It has a dedicated database (suspects, adult and underage victims, contacts, witnesses, associates, means of
transportation, communication, financial data...)

Member States (MS) and 11 Non-EU MS are associated to the AP (] E

Focus on all forms of exploitation and associated crimes:
Sexual exploitation
Labour exploitation
Child trafficking
Parallel financial investigations G

Internet enabled THB ' '
/]

* OPERATIONAL - provides analytical and operational support to high-profile cases

* STRATEGIC = develops the knowledge of the THB situation in the EU

e Europol Basic Protection Level
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Il. THB in general, emerging trends, criminal groups

Z EURSPOL Europol Unclassified - Basic Protection Level

Trafficking in Human Beings in the EU While physical violence

and coercion are
The most decreasing, deception
reported form of and emotional abuse are
exploitation more commonly used to
remains for lure the victims and to
sexual purposes. force them into
exploitation.

Child exploitation
threat is increasing,
especially in relation
to unaccompanied
minors.

Internet is increasingly being
used for the entire human
trafficking chain;

® Money laundering as obvious
part.

=Z EURT=POL Europol Unclassified - Basic Protection Level
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Suspects and their organization
OCGs involved in THB

@
Victims and suspects share nationalities and

@ ethnic ties

Criminal networks are fluid and highly mobile and
flexible

Polycriminality — more sophisticated network &

Most dangerous OCGs control the entire
trafficking chain

Small criminal groups between 3-15 members

©® 2
Suspects are predominantly male; female ’
suspects involvedin low level tasks .

Abuse of Legal Business Structures

Increasing Use of Internet, Social Media, etc.

= EURSPOL Europol Unclassified - Basic Protection Level

= EURTPOL
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Structures and differences of OCGs

Chinese OCGs Nigerian OCGs

National based structure
Hierarchical, military typed
structure, debt bondage
Strong role for the women
(former prostitutes)

Close community — CHN
clients, sex and lab exploit

Eastern-European OCGs

Family based organization
Block based structure —
divided roles and
responsibilities

Male led organization
Violent treatment

Various form of exploitation

Cell-based structure
Religious based recruitment
and threatening
Polycrimanility (smuggling,
THB, drug, corruption)
Leadng role for the women
Sexual exploitation

National based structure
Facilitating journey and work
in one hand

Sexual exploitation mainly —
apartment

Using free visa system or
holding EU passport

Ill. Financial Investigation in THB cases

The different structures may result
different features that need different
manner and view to response.

To understand the differences we
need to see their criminal interest,
their structure and their working
method.

These differences come from national,
cultural, geographical etc. roots.

Europol Unclassified - Basic Protection Level

Europol Unclassified - Basic Protection Level
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THB as one of the most profitable crimes

THB is the third largest source of income for the organised crime
groups after drug and arms trafficking (UN GIFT).

Useful tool:
to identify the supporting financial structures of OCGs,
to disrupt THB networks and

to confiscate THB proceeds

= EURSPOL EuropolUncssiie.- GasicPrasctontavel

Financial investigation — money laundering

v'Challenging to estimate the overall profits
derived from THB

v'Laundering of criminal proceeds is a major
activity for THB OCGs

legal business structures, Informal Value

Transfer Systems, new payment methods, high
value goods and real estate)

=Z EURZPOL el P e e
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Money Service Businesses (MBS) — MoneyGram, WU, Hawala,
Revolut

Most widely used modus operandi o
MoneyGram

money transfer

Efficient use of smurfing techniques

Senders: Criminal associates, victims and contacts
Recipients: family members or low-level criminals
Transaction based vs account based (banking industry)

Intelligence gap: Placement in the banking sector in the country of origin etk

ZEURTPOL Europol Public Information

Cash couriers

Illegal income generated in cash
Absence of physical border controls in Schengen area

Use of victims to transfer or move criminal proceeds electronically or
physically
Opportunity: Cash needs to be converted to local currency

=Z EURZPOL el P e e
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Abuse of legal business structures
« Traffickers operate across both licit and illicit economies

Entertainment sector, but also in sectors like restaurant and catering,

retail and small businesses, production and trade, construction, vehicle
rent and retail and recruitment agencies

Used as a legitimate source of income

ZEURTPOL

Europol Public Information

ML/AR in THB investigations

Overall understanding:

v" Illegal proceeds laundered with little use of experts

v" There are no THB specific money laundering techniques

Victims and extended family members are used in ML activities
OCGs sent cash/investillegal profits in the country of origin
Legal Business Structures (cash intensive business) and real estate are

used for money laundering

Unexplained wealth is clearly visible

= EURTPOL

Europol Public Information
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Europol support: Role of AP Sustrans

AP Sustrans is Europol’s initiative regarding the fight against Money Laundering

Sustrans offers horizontal support to other commodity based APs
Sustrans collects:

Suspicious Transaction/ Activity Reports filled by FIUs,

reports on cash detections (usually from Customs) and

Supports on-going money laundering investigations

ZEURTPOL Europol Public Information

The Digitalisation of THB: Financial Advantages

* Even though the methods of recruitment and exploitation have shifted online, the criminal profits are
still predominantly made in , which is moved via money services business ( ), such as
MoneyGram or Western Union.

Only a few, more technologically advanced traffickers, have been using new methods to gather and
manage their incomes.

: provide virtual banking services and access to virtual currencies.
Very few traffickers have been operating with to date. However, the emergence of

members with a crypto-profile, including mixers, traders, exchangers are pointing at a crime-as-a-service
business model.

=Z EURT=POL Europol Unclassified - Basic Protection Level
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EMPACT THB Operational Action Plan 2022

Strategic Goal 4:

Criminal Finances, Money Laundering and Asset
Recovery

Objective:

Combat the criminal use of financial structures (OﬂiEMPACT

including money laundering, facilitate asset recovery an Fighting crime together
confiscate proceeds of crime, disrupt criminal

infiltration by  involving  specialised  financial

investigators, where relevant, as part of investigations

in the EU crime priorities, and develop a culture of

asset recovery through training and financial

intelligence sharing.

=Z EURSPOL Europol Unclassified - Basic Protection Level

Harnessing Internet and Modern Technologies to Tackle THB

* Ifitis true that technology offers multiple benefits to criminal networks, it
also provides law enforcement with tools to investigate and find leads.

@

* Investigators are
dedicated to find ways
to trace criminals’
digital footprints with
the purpose to use
them in judicial
proceedings.

Investigators can
extract
from:

Financial
transactions made
by the criminals;
Uploaded content;
Online
advertisements.

:law
enforcement detect
identities, structures of
the organized crime
groups, locations, roles

= EURS=POL and criminal assets.

Europol Unclassified - Basic Protection Level
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Challenges/limitations

Extensive use of cash/cash couriers/intra EU travel
Lifestyle style money laundering

ML investigations should be launched from the early steps of the
investigation

Coordinated efforts between involved countries (persons, timing, etc.)

ZEURTPOL Europol Public Information

=

CUROJUST

= EURTPOL

OPERATION WEBMASTER
THIS SITE HAS BEEN SEIZED
2019 Since 26/3/2019

+ In cooperation with 15 countries, Europol, Eurojust
« 6 arrests

+ 16 websites shutdowns

+ Multiple seizures of cash and luxury goods

+ Bank accounts were frozen in 12 different countries

= EURTPOL

13
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Op. Balasz - forced begging, 4 countries cooperation
RO — DE — HU - AT

Results from the AD

+ 7 locations searched (1 in Austria, 2 in
Germany, 1 in Hungary and 3 in
Romania)

+ 4 arrests (1 in Germany, 1 in Hungary, 1
in Austria and 1 in Romania)

+ Seizures included: phones and other
electronic devices, more than EUR 90
000 and RON 9 400 in cash, 1 kg of gold

ZEURTPOL

Europol Public Information

CHALLENGES IN THB INVESTIGATIONS

Victim identification

Recognition of human trafficking indicators
Family tied business * — victim approach

Lack of trust in authorities — reluctant to cooperate
Use of internet — digital footprint

Language barrier

Money laundering techniques — less sophisticated
Evidential and proving problems

Challenging field for surveillance

Human source infiltrate — less possibility

Highly mobile OCN structure

=Z EURT=POL Europol Unclassified - Basic Protection Level
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SOLUTIONS

Information sharing
Operational analysis
(OSINT, web monitori
analysis)

Operation

Coordina
Operationa

Judicial coop

=Z EURSPOL Europol Unclassified - Basic Protection Level

European Investigation Order /
mutual legal assistance

“parallel investigation / Law enforcement
mirror investigation cooperation Team

Joint Investigation

Bilateral / multilateral cooperation

Operational Task Force
agreement

=Z EURTPOL Europol Unclassified— Basic Protection Level

7 Jul 2023
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» Ajoint investigation team is an international cooperation tool based on an agreement between
competent authorities — both judicial (judges, prosecutors, investigative judges...) and law
enforcement — of two or more States, established for a limited duration and for a specific purpose, to
carry out criminal investigations in one or more of the involved States.

Compared with traditional forms of police and judicial cooperation, JITs
have the following added value:

* They enable the direct gathering and exchange of information and evidence
without the need to use traditional channels of mutual legal assistance (MLA)
or European Investigation Orders (EIOs) (1). Information and evidence
collected in accordance with the legislation of the state in which the team
operates can be shared on the (sole) basis of the JIT agreement; and
Seconded members of the team (i.e. those originating from a state other than
the one in which the JIT operates) are entitled to be present and to take part —
within the limits provided for by national legislation and/ or specified by the
JIT leader — in investigative measures conducted outside their state of origin.

Europol Unclassified — Basic Protection Level

» HVT/OTF concept designed to:

+  Promote investigations targeting individuals that constitute the highest serious and organized crime risk

+ Intensify asset tracing and increase the rate of confiscation of criminal proceeds

Europol Unclassified - Basic Protection Level

16



1. Capability and intent to damage private and/or public interest;

2. Capability and intent to gain proceeds of crime or other financial benefits;
3. Access to specialists’ expertise ;

4. Access to financial resources;

5. Ability and intent to use violence;

6. Level of organizational and management structures in the criminal
group/network to which the potential target belongs;

7. Capability and intent to use corruption;

8. Capability and intent to infiltrate legitimate businesses;

9. Capability and intent to cooperate with organised criminal groups and networks;
10. Capability and intent to poly-criminality;

11. Geographical scope of the criminal activity;

12. Case-specific aggravating factors:

- impact to society

- extent of criminal activity

- high political/reputational damage

- a new type of modus operandi

- high-impact criminal activity).

EURZPOL

- UC deployment
- R

Except at
Europol HQ

WHAT
can be
funded
*
related costs of
- Staff
Travel (tickets,

Operations with the use of 2
accommodation,

Europol’s Operational
Rooms (e.g. Coordination
Centre at Europol HQ)

Europol Unclassified — Basic Protection Level

EUROPOL Amended Regulation 2022/991

Cooperation with Private Parties

To support Member States in cooperating with private
parties where those private parties hold information
relevant for preventing and combating serious crime and
terrorism, Europol should be able to receive personal data
from private parties and, in specific cases where
necessary and proportionate, exchange personal data
with private parties*. (Art. 32)

* In accordance with Regulation (EU) 2016/794, in certain cases and subject
to conditions, it can be necessary and proportionate for Europol to transfer
personal data to private parties which are not established within the Union
or in a third country which is the subject of an adequacy decision or with
which an international agreement or a cooperation agreement has been
concluded, or where appropriate safeguards with regard to the protection
of personal data are not provided for in a legally binding instrument or
Europol has not concluded that appropriate safeguards exist. In such cases,
the transfer should be subject to prior authorisation by the Executive
Director.

= EURTPOL

Europol Unclassified - Basic Protection Level

7 Jul 2023
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IV. COVID impact

ZEURSPOL

Europol Unclassified - Basic Protection Level

The impact of COVID-19 on serious and organised crime in the EU

Europol’s monitoring efforts

The most notable impact: cybercrime,
schemes and frauds linked to organised
property crimes and counterfeit of
(medical) goods.

Sharp increase in online child abuse
material.

Future: keeping the previous and
bringing new Modi Operandi

= EURTPOL

Europol Unclassified - Basic Protection Level
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The impact of COVID-19 on THB - Forced Criminality and Begging

Z EURZPOL

Way Forwards and Challenges

CRIMINALS

* The COVID-19 pandemic has had a significant impact on the criminal
activities of organised criminal groups involved in THB.

VICTIMS

* lost income for traffickers - more victims - more intensive exploitation,

Europol Unclassified - Basic Protection Level

* Increasing the financial distress - increasing the number of vulnerable persons.

LAW ENFORCEMENT

* New way in cooperation — online tools to be developed and accepted

* Facing new new trends in THB, emerged as a consequence of the COVID-19
outbreak.

= EURTPOL

Europol Unclassified - Basic Protection Level

7 Jul 2023
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V. Ukrainian crisis

Europol Unclassified - Basic Protection Level

Early Warning Notification Indmam-rs_ to s_upport identification
of Ukrainian victims of THB

Early Warning
Notification, Threat

Assessment, List of
EJA TAfSK F.SIEACE . indicators Inter Agepcy 'I «“
oppﬁtr)a fon wi a,n Available also in public version Cooperatlon 'I,
neighbouring: countries ise 3 Frontex, Eurojust, CEPOL, ELA, >
EFR, Interpol, UNICEF, IOM...

Siena monitoring

Daily monitoring of all o EMPACT reaction
intelligence related to potential

Activating existing network
UA THB situations Lo under the EMPACT umbrella QEMPACT

and creating specific action for
UA THB crisis

Europol Public Information

20



stolen from her parents

® The perse

) that brought people on a bus flee

behavior of 1inors during the trip. He has beer

Madrid

the pass’

41

Europol Risk profile on THB — UA crisis

Itinerary/Facilitation process
Arrives alone or with children and/or elder relatives
Does not know what the final country or city of destination
is
Has no relatives, friends, associates in the country of entry,
transit or destination
Has no free choice for travel, but is charged (partially or
fully) for the travel costs
Quotes an offer for transport and/or accommodation to be
paid back with earnings from future work in Europe

Lacks identification documents or supporting documents
The travel documents are held by another person

Background

* Is unfamiliar with any other languages apart
from Ukrainian or Russian
Has no or little education or professional
experience

= EURTPOL

Current and Future Situation and Way Forward

Arrested for trafficking a 41-year-old Ukrainian refugee
for coming with his 16-year-old girlfriend and another girl

MOST READ ON ABC

i Avuso: “I'm not going to ol
tell young people to b —
smoke two joints, that i
they're going to give
them a payment and

7 Jul 2023

ABC

&
iy

Europol Public Information

Indicators to support identification
of Ukrainian victims of THB

Personal belongings

* Carries little or no money

* Has no control of their income or money

* Has little or no savings or no access to financial assets at
home

* ()

Accommodation

Does not know or is unaware of the country, district, city or
address of accommodation

Has no free choice for the accommodation, but is charged
(partially or fully) for the accommodation costs

Lives together with other exploited persons at the same
address, not necessarily registered with public authorities
Is accommodated in poor living conditions (sharing one
space with others, insufficient beds, unsanitary situation)

21



Thank you for your attention
Any guestions?

\

= EUR™POL

Et::!.—:ﬁp///

Europol, AP Phoenix

7 Jul 2023
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EUROJUST

The role and possibilities of Eurojust in countering THB
through enhanced cross-border judicial cooperation

loana van Nieuwkerk, Judicial Cooperation Advisor, Eurojust
ERA Seminar on Trafficking in Human Beings: Countering impunity
Vienna, 1-2 December 2022

n Co-funded by the European Union

EUROJUST

Eurojust report on trafficking in human beings
Published on 23.02.2021
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Main topics

Eurojust’s role

» Coordination of

Investigations and

prosecutions

» Victims of THB

22/11/2022

Criminal justice across borders

PAYAY

—

EURCJUST

Eurojust Report on
Trafficking in Human Beings

Best practice and issues
in judicial cooperation

February 2021

Criminal justice across borders

Eurojust casework on

e —

ITETLE Beings (THB)

THB cases registered

There was gL ncrease in Case NUMDSTS i the period 2016-2020. T nUMber
=fTHB

Trafficking in Human

Victims of human trafficking
THB cases registered by EUrojust In the period 2017-2019 show that most victims were trafficked for sexusl ot

tabour ex i the 51 cases analysed, the vast majority of victms were adult females. Most :ases:!d)n»
volved EU cizens from Romania, Bulgaria, Sioveki, Hungary and Lihuania. 8 cases |
Ukrsine, Bek i national T locating, Hienying, rescuing

and protecting these victims, irrespective of where their recrultment, transie and expioitation ook place in the EU.

by Furajust

.mmluwmnmm.\gmlmg nliMBes Of WiCtims And SLSpects in the EU,

163
107
2018 2017 e o8 2020

Access to judicial cooperation tools

Joint Inpaccigacion tasnas Q1T s DIOwE] i by 0ne of th Taost slctv ool In Samirg we.
goal

‘Stnusl abuse of children and chitd pormagraphy
Strest crime linc. shoplifing and sae of drugs)
Sale of pregaant victims bables

il

Other serious crimes linked to THB
THB is 8 complecrme inked 1o the establishment of O3 and often o ather form of

IB. Throusgh JITs, dynami reparting period 2017-2019, 396 out of 405 Cates
MnM mmlmdocﬁsu\dmhalﬂlli’] |muluadanzarmnneml-er crimes in combination with
Ay 1 s g e e s oy b
by et o ¢

26 w7 28 | 2019 | z020 g “
= H=v Eae Eee B el
vt vt
N ) Drug trafficking

&
ss
el s
Support to JITs (new snd ongoing)

22/11/2022

Cirmes against ife, B and perzonal frasdom
Grine <hitd abuse material

Organised property ima

Extartion

Aeras traffcking

Forgary of documents

Terrorism

Joine action days

Criminal justice across borders
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Structure of each chapter

Challenge, best

practice Case illustration Recommendation

22/11/2022 Criminal justice across borders 5

Investigations and
prosecutions

 Information exchange - police level - Europol
e Trigger investigations in all countries
e Parallel judicial proceedings or EIOs?

Main flndln gs e Joint investigation teams - most effective tool in
THB

e JITs or EIOs?

* Best placed jurisdiction to prosecute
e Cooperation with non-EU countries
e The effect of COVID-19 on THB

Criminal justice across borders 6 EUROJUST

22/11)20LL




22/11/2022

Main findings — victims

Identification

Location?

Rescue and protection

Interest of victims - MS to prosecute
e Action days

e Fellow countrymen

¢ Witness protection

Child victims

Evidence from victims

o Testimonies, admissibility of evidence, comparative analysis

22/11/2022 Criminal justice across borders 7

Recommendations to Member States

» early cooperation and coordination between all countries
» once an active OCG is discovered, all countries involved
should react and commit to actively contributing to evidence
gathering and dismantling the OCG,
preferably by conducting investigations in each
jurisdiction

22/11/2022 Criminal justice across borders 8
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Recommendations to Member States

» Use of JITs in THB cases

» Conflicts of jurisdiction - Eurojust case notes and joint
recommendations for transfer proceedings

» Financial investigations
» Greater focus on victims
» Ask Eurojust to assist when non-EU countries involved

22/11/2022 Criminal justice across borders 9

JITs on THB supported by Eurojust

Joint investigation
teams

New JITs signed 27

Ongoing from previous 24
years

Grand Total 51

22/11/2022 Criminal justice across borders 10
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EUROJUST

Eurojust support to
Financial Investigations and Asset Recovery

11

12

International cooperation.is essential

conviction, or

; securing assets . .
evidence 8 non-conviction

collection And re-use?

22/11/2022 Criminal justice across borders 12
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Challenges to International Cooperation

4 Coordination and collaboration with domestic agencies and ministries in multiple jurisdictions
with different legal systems and procedures

4 Complexity and variety of international instruments

4 Different views of interpretation on terms and international instruments

4 Civil - Common Law Jurisdictions

4 Civil - Criminal Model

4 Concern about exchange of information for civil enquiries

4 Recognition and enforcement of civil confiscation orders

4 Limitations on Disclosure

4 Admissibility of Evidence A

4 Security and Data Protection

4 Special invest. techniques + skills to “follow the money” beyond borders

4 Ability to act quickly to avoid dissipation of the assets

4 Questions regarding asset sharing ...

I
22/11/2022 Criminal justice across borders 13
Eurojust’s added value

. the coordination of a joint investigative strategy and intelligence activities;

. the exchange of relevant information on the extent and limitations of relevant domestic, EU and
international remedies;

. clarification of domestic requirements between issuing/requesting and executing/requested
authorities;

. the ability to harmonise and resolve contrasting views of the effect and requirements of EU and
international legal instruments;

. providing a channel of communication between the concerned Member States and third States through
Liaison Prosecutors at Eurojust and Eurojust contact points;

. the coordination of the transmission and execution of EIOs and LoRs, freezing and confiscation
certificates between competent authorities in complex cases and ongoing parallel investigations;

. the assistance in drafting EIOs and LoRs and freezing and confiscation certificates;

. advice on the requirements for official translations;

. the potential for an ongoing case review, including links between parallel investigations; and

. the ability to augment mutual trust between investigators and prosecutors.

I
22/11/2022 Criminal justice across borders 14
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Financial investigations and JITs in THB

» Added value of including financial investigations and asset
freezing as purpose of a JIT
— Have a clear picture how the MS network operates and where
— To find out who is the main leader and victims, the headquarter,..

— Victims’ testimonies may not bring the investigators to the leader(s) of the
MS networks, but financial investigations do

— Secure strong evidence in court
— Freeze the proceeds from trafficking in view of confiscation
— Secure compensation /restitution claims for victims

— Reduce future criminal activity

22/11/2022 Criminal justice across borders 15

15

Example of freezing during JAD (1/2)

4 Eurojust assisted in the coordination of a joint action day (JAD) in the countries involved through
its coordination centre at Eurojust, during which various freezing orders in different countries,
among others, were simultaneously executed, and during which requests/orders were promptly
supplemented, as needed.

4 Eurojust’s support with regard to the freezing of assets during a coordination centre at Eurojust,
in that case, included:

— In the course of the searches, bank transfers appeared to have been made to two other MSs
and a third State in amounts totalling approximately EUR 3 million;

— This situation led to a new LoR being issued by one of the involved MSs during the
coordination centre by the prosecutor of that MS (MS A) attending the coordination centre
to the third State seeking the freezing of the money, and Article 9 certificates being issued to
MS B and MS C in relation to the identified bank accounts;

— Eurojust also confirmed to the prosecutor of MS A attending the coordination centre the
language requirements for MS B and MS C as executing MSs in the framework of the
execution of freezing orders, i.e. the languages accepted in these MSs;

22/11/2022 Criminal justice across borders 16
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Example of freezing during JAD (2/2)

— Eurojust assisted with the translation of the Article 9 certificates into the languages of the executing
States;

— The translated Article 9 certificates and the respective national freezing order (not translated due to
urgency) were transmitted via Eurojust (also via FIUs) to the executing MSs;

— Subsequent transmission of additional information by the prosecutor of MS A attending the
coordination centre to MS B, via Eurojust, regarding the role of one of the main suspects in the OCG,
his link to the bank accounts in question, and confirmation that a freezing order from MS A had been
issued;

— Authorities from MS B informed the relevant parties, via Eurojust, that the freezing order from MS A
would be executed the next day and that the translated freezing order accompanying the already
translated Article 9 certificate was required without delay; and

— Atotal of approximately EUR 3 million was frozen in execution of two freezing orders and of an LoR
to a third State issued during the coordination centre by the prosecutor attending the coordination
centre. —

22/11/2022 Criminal justice across borders 17
17
Eurojust THB case example
“Lover boy”
18
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The case

The facts Parallel investigations
»  OCG trafficking women and girls for »  In Romania (2016)
the purpose of sexual exploitation — Human trafficking
(2015-2019) using the “Lover Boy” — 0OCG
method

» 13 victims and 13 perpetrators = all »  In France (2018)
Romanian nationals. Some victims
under 18.

Human trafficking
— Trafficking of children

»  Recruitment = in Romania oce
»  Exploitation = mainly in France. — A ted pimbi
. : ni — ravate Impin
»  Estimated profit 1,2 million EUR. g8 pImping )
. / — Aggravated money laundering
» 2 operational meetings at Europol...
22/11/2022 Criminal justice across borders 19
19
Issues
4 Eurojust approached in 2019 to support
coordination and judicial cooperation
4 Parallel proceedings and risk of conflict of
jurisdictions = same persons and same facts
4 Urgency to arrest OCG and save victims
Transmission of urgent EIOs
4 Cross-border tracing, freezing and confiscation
22/11/2022 Criminal justice across borders 20
20
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Eurojust’s support

4 March 2019 — 1t meeting at Eurojust
* exchange info and coordinate

* decision to enter JIT (duration of 6 months) with Eurojust as participant
* Financial investigations and freezing as one main JIT aim
> May 2019 — 2"d meeting at Eurojust

* prosecutorial strategy agreed (FR centralises proceedings)
* Europol participates the JIT
* decision for (urgent) action day

4 June 2019 — action day supported by Eurojust

* Arrests, searches, freezing, victims saved
4 November 2019 — 3@ meeting at Eurojust

* Discussion on the proceeds of crime (vehicles seized on action day)

22/11/2022 Criminal justice across borders 21
21
Specific objective and purpose of JIT
OBJECTIVES AND PURPOSE OF THE IT:
The purpose of the [IT is to collect evidence and share relevant information, identify
perpetrators and, where appropriate, interrupt thelr actvites and use the evidence colla
for the purposes of prosecution and seizure for confiscation of the proceeds of crime
22/11/2022 Criminal justice across borders 22
22
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Sexual abuse network stopped with Eurojust's support

14 June 2019 | PRESS RELEASE

The Hague, 14 June 2019

The French and Romanian authorities, in close cooperation with Eurojust and Europol, dismantled
an organised group (OCG) invelved in the trafficking of 13 female victims for the purpose of sexual
exploitation. Eurojust actively supported the joint action day, which led to the arrest of 13 suspects,
including one of the main leaders of the OCG, and 15 house searches. Coordinated by Eurojust, the
national authorities < SIM cards, as well! as 2 computers,
jewelry and cash. The estimated total vaiue of the criminai proceeds is €1.2 miilion. Eurojust
facilitated the issuing of Eurcpean Arrest Warrants by tne rrencn auwnonicties, which were executed
in Romania, Germany and Italy. Eurojust helped to resolve another case of sexual abuse last week.

In the last three years, women and girls recruited from Romania were victimised by alleged boyfriends and
sexually exploited in France and several other EU Member States. The members of the OCG, most of whom
are repeat offenders, are accused of having committed the crimes of trafficking in human beings for the
purpose of sexual exploitation, participation in a criminal organisation, as well as pimping and money
laundering.

The Specialised Jurisdiction (JIRS) of Rennes and the Craiova Territorial Office of the Directorate for the
Investigation of Organised Crime and Terrorism (DIICOT) initiated parallel national investigations into the
OCG. To avoid potential conflicts of jurisdiction, Eurojust held two coordination meetings to exchange
crucial information on the case and agree on a clear prosecutorial strategy. Eurojust also helped the
national authorities by swiftly executing mutual legal assistance (MLA) requests between various Member
States and actively following up on their execution. National authorities from Hungary and Slovakia were
involved in the search of one of the suspects, enabling the Italian authorities to arrest him.

To advance the
national investigations,
a joint investigation
team (JIT) was set up,
which was financially
and logistically
supported by Eurojust.
Europol participated in

22/11/2022

loana Van Nieuwkerk
Judicial Cooperation Advisor

ivannieuwkerk@eurojust.europa.eu
+31 70 412 5608

www.eurojust.europa.eu

Follow Eurojust on Twitter and LinkedIn @ EFurojust

Criminal justice across borders 24

24
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VANJAN

. < & JITs

The Network of National Experts on Joint Investigation Teams
EUROJUST

TRAFFICKING IN HUMAN BEINGS: COUNTERING

IMPUNITY
ENHANCING INVESTIGATIONS AND PROSECUTIONS

Tatiana Jancewicz
Head of the JITs Network Secretariat

Co-funded by the European Union ER s
Vienna, 1-2 December 2022

Outline of the presentation

» Whatis a JIT -main features, practical considerations and
Team composition

» Main differences between JITs and EIOs

» The EU Network of National Experts on JITs and its
Secretariat

» Main tools for JITs practitioners N
29/11/2022 Criminal justice across borders 2
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What is a Joint
Judicial and law . =
ke Investigation Team (JIT)?

Fixed time period

[ ]
[ 3
I.—l_! Agreement
between countries

L

Joint criminal
investigations

JITs enable more
efficient, affordable
and speedy justice

29/11/2022 Criminal justice across borders 3 EUROJUST

Practical steps to setup a JIT

v" Identifying a cross-border criminal offence
v Identifying a suitable legal basis

v Contacting the concerned States & request for
setting up a JIT - Eurojust can help!

v Drafting and signing the agreement - JIT model
agreement

v" Ifwith an EU Member State - possible support by
Eurojust and Europol

@
29/11/2022 JITs Criminal justice across borders 4 EUROJUST
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JITs Legal basis: from EU to
regional and universal

From EU... 5
v" Article 13,2000 EU MLA Convention -
v/ 2002 FD on Joint Investigation Teams -

... to regional and universal:

v" Article 5 MLA Agreement between EU and US .
v" Agreement between EU and Iceland and Norway (2000 MLA Convention) %’ -
v Article 20 of the Second Additional Protocol to 1959 MLA Convention ; gg
v Article 9 UN Convention against Illicit Traffic in Narcotic Drugs R
v~ Article 19 UN Convention against transnational organised crime (UNTOC)
v~ Article 49 UN Convention against Corruption (UNCAC)
v Article 12, Second Additional Protocol to the Convention on cybercrime
@ s
29/11/2022 Criminal justice across borders 5
Parties vs Participants
Signatories/Parties Analytical &
Coordination support (Prior Authorisation?) operational support
a a 'i‘ JIT Leaders ?
E
» AT TATRY .
EUROJUST (Participant) JIT Members EUROPOL (Participant)
Optional Optional
29/11/2022 @J"’S Criminal justice across borders 6
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EIO vs. JITs (1)

Main differences between a European Investigation Order
and a Joint Investigation Team

European Investigation Order | Joint Investigation Team

Joint initiative with common
purpose
m Suitable also for multilateral
settings
m Partners on equal footing
— no lead role

EU mutual recognition

instrument

m Applicable in all EU Member
States except Denmark and
Ireland

m Cooperation limited to specific
investigative measure(s)
that were requested.
Additional measures
— new EIO

m More formal process
(e.g. EIO form)

.JITs

m Suitable also for cooperation
with non-EU countries

VAR EUROJUST

29/11/2022 Criminal justice across borders
EIO vs. JITs (2)
Evidence transmitted after Unlimited, real-time exchange
execution of the EI0 of information/evidence
Limited participation of Active participation of
the issuing authority seconded members
In principle, no investigation Demanding/connected
in the executing state cross-border investigations
requiring coordination
m Common operational objectives
m Agreement on investigative
and/or prosecution strategies
.JITs
o e o . s e |
29/11/2022 Criminal justice across borders 8 EUROJUST




29/11/2022

Are JITs and EIOs the same?

29/11/2022 Criminal justice across borders 9
9
Setting up a Network of JITs national experts
v AIM: set up in 2005 to promote the use of JITs by sharing
experiences and best practices
v" HOW: flexible Network with one or more CPs per MS
v" SUPPORT: from 2011, the JITs Network Secretariat
established and hosted by Eurojust
v MEMBERS:
— National Experts on JITs
— Institutional CPs (i.e. Eurojust, Europol, Commission and
OLAF)
— Third countries as observers (Norway, Switzerland,
Montenegro, North Macedonia and Ukraine)
29/11/2022 Criminal justice across borders 10
10
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Main tools developed by the JITs Network
and the Secretariat
v JITs Practical Guide
v Revised JIT Model Agreement
V" Fiches Espagnoles
v JIT Evaluation Project
v Trainings for JIT practitioners
v" The JITs Restricted Area and
the JIT Portal (for funding!)
29/11/2022 Criminal justice across borders 11
11
Ay
A JITs
} The Network of National Experts on Joint Investigation Teams
EUROJUST
Tatiana Jancewicz
Head of the JITs Network Secretariat
JITsNetworkSecretariat@eurojust.europa.eu
WWwWw.eurojust.europa.eu
29/11/2022 Criminal justice across borders 12
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TRAFFICKING IN HUMAN BEINGS
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COUNTERFEIT DOCUMENTS

APPROACH THB BELGIUM
FINANCIAL INVESTIGATION — WHY ?
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APPROACH THB

BELGIUM

0

Federale Politie

THB - Art 433 CC

U recruitment / transport / transfer / housing / taking in / taking
controle or changing the controle of a person

U with the intention to submit him/her to:

v’ sexual exploitation (prostitution)
v’ organized begging

v’ labour exploitation

v’ trafficking in human organs

v' commit crimes against his/her will




BELGIAN MODEL

the need to take
effective action
against the networks

the desire to protect
victims and to offer
them a secure future

oy

£

~Ca=,
e e e e

. T
-
T

victims who cooperate with the government can have a specific victim status

GUIDELINES

GUIDELINE: HOW TO APPROACH THB GUIDELINE: MULTIDISCIPLINARY COOPERATION

Imperative for police / magistrates

: B . . THE PUBLIC
How starting an investigation e
POLICE
Detection of the phenomenon THB SOCIAL INSPECTION

Priorities in the approach/investigations /

Perpetrators = priority — R
MIGRATION OFFICE PA G —ASA
No second victimization of the victimes SURYA




STATUS “VICTIM THB”

The victims have to fulfil 03 basic conditions in order to enter the victim
status :

1) breaking with the network in which they have been exploited

2) being accompanied by an accredited and specialised reception centre for victims
of trafficking in human beings (shelter and/or outpatient counselling)

3) tolodge a complaint or make a statement against the persons or networks of
traffickers who have exploited them

VICTIM THB

1. 45-day reflection period (provisional residence permit)

a. to break off with the alleged perpetrators
b. to calm down
c. to make an informed decision on whether or not to cooperate with the authorities

2. temporary residence document

valid for 3 months - authorisation to work — extendable

3. residence permit of indefinite duration

a. statements led to a conviction
b. prosecutor retained THB in his indictment and if the complaint or the statements were significant
for the judicial procedure




GUIDANDE PLAN VICTIMS

PSYCHOSOCIAL/MEDICAL
ASSISTANCE

Coming to terms with their
experience and the trauma
they have suffered

Getting their lives back on
track

Working out a realistic plan
for the future

ADMINISTRATIVE
ASSISTANCE

Assistance with the
application of the documents

Return to country of origin

Organisation of voluntary
return with IOM

Contact local families or
organisations

LEGAL
ASSISTANCE

Defending the rights and
interests of the victim during
legal proceedings

Starting civil proceedings
(independant decision)

="

\

WHY ?

FINANCIAL INVESTIGATION

0

Federale Politie




GOALS INVESTIGATION THB

DISMANTLING OCG

VICTIM ASSISTANCE

Victim out of the hands
of the perpetrators

To stop the offence

To arrest perpetrators

To bring them before court Give a secure place

To see that they can not
continue/start again Assist him/her in giving
her all the possible help

FINANCIAL INVESTIGATION: WHY ?




0

Police Fédérale
Federale Politie

SUPPORTING INVESTIGATION THB

As a contribution to the investigation THB (“common law”):

1. may contribute to the identification of the members of a criminal
organization.

2. can clarify the structure of the organization

3. can give a view of the importance of the OCG by means of the criminal assets
obtained

4. can help identify other victims

5. can show what victims do not dare to tell (payments)




<— brothers — i nephew i

0

Police Fédérale
Federale Politie




PERPETRATOR - OCG

Hitting him/them where it hurts at most

Taking away their (criminal) money / assets

HOW?
) SEIZURES .- -
in country of exploitation ﬁ in home country

10



Police Fédérale
Federale Politie

VICTIME

LEGAL ASSISTANCE

= Defending the rights and interests of the victim during legal
proceedings

= Starting civil proceedings (independant decision)

COMPENSATION > RECOVERY POSSIBLE

J

need to seize the criminal assets

11



FINANCIAL INVESTIGATION

HOW ?

0

Federale Politie

OPTION 1 OPTION 2 OPTION 3

— Financial e .
Investigation Special financial

“Money Investigation investigation

Laundering” ordered by the

“Recovery illegal

judge at court
assets” JHEE

-
]

2.9
-1
B2
o
3h




INVESTIGATION ORDERED AT COURT

no investigation money laundering

INVESTIGATION no investigation “recovery illegal assets”
ORDERED
AT COURT

fallback solution permitting a later financial investigation

report containing the assets of the suspect

requisition of the prosecutor

INVESTIGATION ORDERED AT COURT

1. Should only be an option if options 1 and 2 were/could not (be) fulfilled.
2. Financial investigation starts when the investigation THB is finished.
3. Risk that assets disappaer.

4. Nevertheless: possibility to recover illegal assest.

13



RECOVERY ILLEGAL ASSETS

aim of the organization: making money

FINANCIAL determine how much money the OCG has earned from

INVESTIGATION their criminal activities

can be done in the investigation THB
R ECOVE RY can be done by investigators THB or financial investigators

ILLEGAL ASSETS recovery of the criminal assets

freezing the assets when arrest/intervention in the
investigation THB

RECOVERY ILLEGAL ASSETS

1. aim = to determine and to freeze/confiscate illegal assets (an investigation to locate
and identify the criminal asset

2. an investigation to locate and identify the criminal asset

3. should be done in each investigation THB (standard investigation).
4. can be executed in the investigation THB.

5. simultaneous build-up of two aspects: THB — recovery assets

6. no delay in the investigation THB

7. time Arrest = time “seizure/freezing”

14



RECOVERY ILLEGAL ASSETS

8. unexpected timing: no time/occasion to make disappear assets

9. execution by investigators THB (easy cases) / financial investigators (more complex
cases).

10. focus on the main entities of the file (natural and legal persons) by checking:

v' cadastral data
v taxfile
v" bank accounts

IN PRACTICE

Identification Hearing
Targets Subsequent investigation
Intervention
on Targets

Implementation results of
the Fin investigation

End

Investigatoin

| | 1
Start Fin Résults Fin Seizure bank accounts,
investigation ; igati houses, cars, money, ... .
& investigation K Intervention:

Arrest of Targets & Seizure of Assets

Evaluation of the results of the asset investigation

Suggestions for further investigation with all investigating partners and judicial
authorities.

Consultation on the Targets to be investigated, action plan, ...

15



MONEY LAUNDERING

money laundering = the illegal process of making large
amounts of money generated by a criminal activity, such as
THB, appear to have come from a legitimate source.

M O NEY money laundering = individual criminal offence
LAU N D E Rl NG the criminal offence may lead to convictions and seizures
the accused must be able to prove himself the legal origin
financial investigators / magistrates

can be supplementary to an investigation THB

MONEY LAUNDERING

W

~ -~
1. assets >>> illegal assets =» money laundering - @ =
=
2. additional investigation “money laundering”
3. new criminal offence =» additional conviction + additional seizure
4. independant of investigation THB

5. financial investigators and magistrates




FINANCIAL INVESTIGATION

OPTIMAL SITUATION

0

Police Fédérale
Federale Politie

DECISION MOMENTS

Identification Hearing
Targets Subsequent investigation
Intervention
on Targets

Implementation results of
the Fin investigation

End

Investigatoin

Start Fin Résults Fin Seizure bank accounts,

investigation investigation houses, cars, money, ... Intervention:

Arrest of Targets & Seizure of Assets

Evaluation of the results of the asset investigation
Suggestions for further investigation with all investigating partners and judicial
authorities: START INVESTIGATION MONEY LAUNDERING.

Consultation on the Targets to be investigated, action plan, ...

17



IMPACT

MONEY RECOVERY
LAUNDERING CRIMINAL
ASSETS

CONDITIONS

1. existence of a financial investigation

2. attention to the possible initiation of an investigation “money
laundering”

3. launching a new investigation “money laundering”

4. cooperation and agreement of the financial magistrates

18



CROSS-BORDER COOPERATION

COUNTRY OF EXPLOITATION COUNTRY OF ORIGIN
Seizure assets Seizure assets
Investigation “THB” Investigation “money laundering”

(Incl: recovery illegal assets)

INVESTIGATION

BIG NOSE

19



SITUATION

OCG:

U perpetrators / victimes: Roumanian nationals
U OCG: gypsy clan (2 families linked by mariage)
U Infractional period: Apr 2006 - Jun 2007

START FINANCIAL INVESTIGATION — WESTERN UNION:

U money received by the identified suspects in Romania (> 114.000 euro)
U money sent from Belgium to Romania (victimes — surveillants - ....) (>902.500 euro)
U identification of other persons (victims — organization members)

SITUATION

MONEY TRANSFERS - WU

1 money coming from prostitution activities =» Romania
1 method used for transferring money

v’ via an agency
v' 2 or 3 times / week
v" amounts < 10.000 euro

v engagement of intermediate people to protect the suspects (as well in
Belgium as in Romania)

v" use of counterfeit for money transfers

O gain: 700 — 1.200 euro / day / victim

20



DECISION COURT

SUSPECT IMPRISONMENT FINE
Valter P 8 years 25.000 euro
Decebal B 8 years 25.000 euro
Robert A 7 years 25.000 euro
Tiberius B 7 years 25.000 euro
Mihael D 4 years 10.000 euro
Eugen T 4 years 10.000 euro
Adriana P 3 years * 1.000 euro
Dumitri C 2 years * 1.000 euro
Mihaita A 2 years * 1.000 euro
Raluca B 3 years * 1.000 euro
Rica M 3 years * 1.000 euro

DECISION COURT

= Valter P (8)

Estimated illegal assets:

3.472.000 euro

700 euro/day/victim

suspicion of other girls working for them/ rotation system (40)

= Decebal B (6)2.889.600 euro
= Robert A (4) 1.736.000 euro
= Tiberius B (6)2.990.400 euro

O Victims:

known number + full-fime

= S1:423.000 euro (material damage) - 5.000 euro (moral damage)
= S2:257.680 euro (material damage) — 5.000 euro (moral damage)
= S3:01 euro (moral damage)

= S54:-

21



E-CURRENCY

$e0°

0

Federale Politie
Police Fédérale

CRYPTOCURRENCY

Digital transformation of society

Digital transformation of currency

22



E-CURRENCY

1. Virtual money is an alternative to traditional money.
2. The value of virtual money fluctuates constantly

3. Characteristics of virtual money transactions:

v’ are carried out in a peer-to-peer network
v’ without the intervention of a central organ (bank, .....)
v’ the network regulates payments

4. Security and encryption are inherent in the use of virtual currency:

v' the use of passwords, codes, ...
v’ confirming payments in one or more steps via authenticators and private keys...)

E-CURRENCY

Q ethereum

&litecoin
[M) MONERO

ACCEPTED HERE

IASH

ACCEPTED HERE

https://coinmarketcap.com
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a.

b.

POLICE RELEVANCE

Gg nt Blthmstad

Legal circuit

VC used as a means of
payment for legal products
or services

VC can also be considered as
an investment instrument
(legal insofar as correct tax
return)

—

Lamborghini Urus 4.0 V8 5d L 6.5 Huracan 5.2 VIO
641 BHP V12 LP 700-4 Roadster 2dr I.D 580-2 LDF RWD (s/s) 2dr

POLICE RELEVANCE

[llegal circuit

a. means of payment for illegal products and
services, mainly offered on the darkweb.

b. money-laundering tool par excellence

v masking and moving illicit proceeds

v’ existence of (prepaid) payment cards where the
conversion of virtual currency into euros, dollars
and other currencies is automatic and therefore
usable everywhere

24



WALLET ADDRESS

KEYS
BLOCKCHAIN EXCHANGER

WALLET

“Wallet” consists of one or more VC addresses (traditional world: debit cards)

Software wallets
managed on mobile devices

BTC2.08454166

g2 24 P ARG BFATE A ll 42T 50

s
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WALLET

) Bitcoin Wallet
- MOBILE
B Bsither ) Bither
B sitPay

B ositPay
Fl  ed i
B e ANDROID G 05

Bl cdge
f@ Electrum

|i| ' B  Unstoppable

2, Mycelium
B  Unstoppable

WALLET

a Armory B Bither
LINUX |:-|
‘{:‘-‘ Bitcoin Core B sitpay
2Earel L @ Bitcoln Knots &  Electrum
MAC L
‘} Sparrow
Specter
| 1 |
WINDOWS ]
" Wasahi
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WALLET

dL  EitBox02

o Coldcard

HARDWARE E:L'f HeepHey

EE Ledger Nano S

ﬁ Trezor Model T

ﬁ Trezar One

ADDRESS

1.

2.

A transaction or transfer of virtual currency occurs from one address to another.

An address consist of 26-35 alphanumeric characters starting with 1 (standard)
or 3 (more requirements)

. An address allows:

a. to send and to receive virtual currency “BANK ACCOUNT”
b. to consult the balance

For each address we have a public and a private key.

. Bxample: 1 PChturbVECZAWA7MRFMIJYBKSFEhPABBP4

27



PUBLIC KEY

= = linked to the individiual crypto wallet address
= it allows receiving funds
n IIIBANII

PRIVATE KEY

= needed so user can: have access to the funds +
sign transactions

= =linked to the individual crypto wallet address

= “PIN CODE”

KEYS

Your key is: 1CfjrxbJj6PXg TrekzoYy8fQBxVNALMCUm
Receive bitcoin to your wallet using your PUBLIC key.

Your private key is: 5JUng22dgHmicFHmMCGrHXCbVvWkI6fuFRicjRFvsuByivGaTjp9
Access bitcoin in your wallet using your PRIVATE key:

smzkiEabaata T e s L B s o s FaoE

SOCLEaN 1SR 0S AN [V HINJGEAMARN H 1T ST P BunL s

5 Ming2ddn Hed of Nl e btek e Fu Pad e APy v ea T {9

https://privatekeys.pw
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SEED

Recovery key for when you lose the private key
12 or 24 words (English, French, .....)

https://github.com/bitcoin/bips/blob/master/bip-0039/bip-0039-
wordlists.md I

https://safe-seed.com

BLOCKCHAIN

Kind of database, in which transactions can be stored (payments with a digital
currency - important data exchanged by 2 parties).

Digital cash book into which every transaction with VC enters.
Each virtual currency has its own blockchain.
Anyone can see the status and transactions of other users.

Payments from A to B are consultable (addresses and payments) but no
identification.

29



BLOCKCHAIN

Latest Transactions S
Bitcoin
Block 125552
bbd7c-42043 117:3¢ @,00075851 ETC $12,5% [ 468 29a8a2 |adc S438d0a4 73514466 T6STOReH 1 (98B 1d
Sad ILESLEDYaddddude(29 2179 Ml ibe 36 Teabl2udE L
be&f8-5c45b 19:17:2% 0,02560640 BTC $425,05
55d46-b3d38 1 17:29 @I@@a6‘|@73 BTC $?6|55 IO2ERIcall 7977 1e9S0c T | acd 209 cRbadbl 30475 Sabic fic Thé N 3
1cb%7-7f9a3 19:17:2% 8,00432531 BTC 571,80
Transaction | Fee | Size (W) From (amount) To (amount)
&b475-827b3 19:17:2% 1,73353484 BTC $2B.775,48 X
SITbAIET... |0 (01X | Generation: 50 + 0.0] il fees 15aNy BTUAMais 3G W CeXEPulMagXLIXMlg. S0.01
62144-820c0 71 0,00062564 BTC $10,39 R R
OO (0 (0259 | IHupnXedPrtTLguDWS TV 205 |IRBATSEKLIVI QUi mu Eard 08
92Bc1-0fBad B 0,085700%2 BTC 594,63
o4k loss losir '\"j\';"‘"“"_‘\- UL butk ”‘:"H. 15BN xele | YiTwa (G Tesywes HY dVgyhbwC: 0.0
£a99e-8c707 19:17:29 0,03935004 BETC $45318 LIRS [ s :::.nn-\.,w.:.‘»‘m:‘“ TV IO D2 Wby 432 [ 1MssNMRImeqV QrqkiZvikpogpNbhy gu sk 4 85
73a56-40be4 19:17:29 0,41001281 BTC $6.805,93 hS19286a10.. |0 0408 ::’;““\J"'::"\‘(‘_‘L‘\’L:JT‘\':‘:‘,. 1 MoK B YNRG I T TSHBRWMPOY HPY: 015
bd3cl1-cldc? 19:17:2% 0,00314107 BTC $5214

EXCHANGERS

ZenGo i AFLOAT

() BiTcoINirRA
Online exchange offices are the bridge @ uphold
between virtual currency and ordinary money §

Kraken
They offer the possibility to buy/sell virtual

currency at a certain rate. crypto.com coinbase

Many exchangers also offer wallets

change

I ¢ paybis




INDICATORS USE OF VC

1.
2.
3.

"wallet files"
software linked to VC

traces on browser history and mailbox of:

visits to exchangers

visits to sites related to VC use
visits to vendors accepting VC (mostly

online dark markets)

1. bank statements(to or
from exchangers)

2. printed QR codes (keys)

3. notes (keys, seeds, .....)?

1. posts social media (VC)
2. use of a TOR-browser
3. dark web marketplaces

visiting forums where VC are discussed mobile apps related to

wallets, exchangers, ...

ASSISTANCE
COMPUTER CRIME UNIT

INDICATORS USE OF VC

ls.STAMP 9.PLATES
11.YOUR 12RACKLIL 3
WERY |14.PHRASE 151070 )
17.1ETAL 18PLATES |
20SECURE  [21.L0NG |
23.C0LD |24.STRAGE |}

+RBITCOIN

js:tesm?.l.::.. )
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COVID-19

STREET PROSTITUTION HIDDEN PROSTITUTION
WINDOW PROSTITUTION PRIVATE PROSTITUTION

Continued activities

no closure of the websites
closure of brothels <:>
measures to deal with the

ituati
Il SUPERVISION POSSIBLE !! Skl el

aggravating circumstance

Il SUPERVISION DIFFICULT !!

COVID-19: MEASURES WEBSITE

Home page site:

warning against violating containment rules by asking/accepting physical contacts

Le contact physique est strictement interdit!

Veuillez ne pas prendre ou accepter de rendez-vous physiques.

Ces mesures ont été prises par le Conseil national de sécurité et sont
en vigueur jusqu‘au 19 april 2020 inclus!

#EnsembleContreCorona
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COVID-19: MEASURES WEBSITE

Publié par Lolotex (48 ans) - mardi, 07 avril - 17:55

oz © Advertisement: virtual sex

BONJOUR svp ne pas me contacté pour un plan sexe réel soyez f '
e Hello, I'm Sofia
WEBCAM sex pour le moment We b C O m S h O w

facile vous me trouvez sur le chat vidéo lolotex payement via

paypal Fublie par Sofia (70 ans) - mardi, 07 avril - 12:29
Jjevous “.CCEJ'I'[O'JO\‘C"M‘: jouissance garantie m
il faud saveir varié

HELLO GUYS !

chaude cougar a gros seins naiurel chatte chaude a vous donné |
eau a la bouche . - g
Hi !l | am Sofya, | am looking forward to new experiences, | like
orgasme assuree 1§ + 4 thi -
PEIVEISE gumes. | qurt‘ﬁrl way [0 hiave fun un ths situaton too. Due
1o this situation with Covid 19, we can only see on webcam, it is a
much safer way for our health. You can comact me. I'm sorry but
please contact me for webcam gifts, they are not valid for physical
meetings, following the arder of the National Council

30 min - € 70,00 60 min - € 120,00

Videochart

live:cid.62327cf46c9dde35
@ zamaren

FORUMS FOR CUSTOMERS (youppie.net)

comments on the prostitution activity
comments about different prostitutes working in Brussels

»w < I ©

identification girls still working with physical contacts

- 0 >» 4 2 0 0

-~ > 0O

organizing/orientation of police controls
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UKRAINE

Persons present at registration centre who contact/recruit persons (exploitation?)
ex: handing out flyers in the context of employment, contacting young girls, offering
accommodation and 1000 euro
Persons dropping off/picking up women (Polish and Czech number plates)

Dropping off/picking up people by Polish persons with the intention of exploitation

Organizing of bus trips to Poland to pick up refugees and bring them to Belgium by
persons known for sexual offences, child pornography and sex

UKRAINE

REGISTRATION
CENTRE

| Other countries |

CENTRAL DIRECTION
FEDERAL JUDICIAL POLICE

| Decentralised FJP |

Aware of the risks |

Gathering of information DECENTRALISED e ——
Information report FEDERAL JUDICIAL POLICE Information gathering
]
| Investigation | | Control | I Info |
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THANKS

Patrick BOURGEOIS
Federal Judicial Police Brussels
+32 22239185
Patrick.Bourgeois@police.belgium.eu

0

Police Fédérale
Federale Politie
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"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

30ERA

Opferidentifizierung

Opferorientierte Ermittlungen

Kofinanziert durch die Europaische Union

"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskrimin alamt

BUNDESKRIMINALAMT - Biro 8.2

Bekampfung
Menschenhandel/Schlepperkriminalitat

JOO - Joint Operational Office against Human
Trafficking/Smuggling

.BK*

CRIMINAL INTELLIGENCE SERVICE MUSTRIA.

JOINT
OPERATIONAL

OFFICE

COMBATING HUMAN
SMUGGLING AND
HUMAN TRAFFICKING

Kerstin Kreuzer, Ki

2



"= Bundesministerium
www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

STOP HUMAN TRAFFICKING

Referat 8.2.1

 Menschenhandel
* Kinderhandel

* Grenzuberschreitender
Prostitutionshandel

* Rotlichtkriminalitat

= Bundesministerium o
www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

Referat 8.2.1

derzeit 5 Kriminalbeamte/innen

Hinweise zu Menschenhandel per Telefon

+43 677 61343434 (0-24 Uhr)

oder per E-Mail unter
menschenhandel@bmi.gv.at
humantrafficking@bmi.qv.at



mailto:menschenhandel@bmi.gv.at
mailto:humantrafficking@bmi.gv.at

= Bundesministerium o
www.bundeskriminalamt.at
Inneres

Bundeskriminal lamt

Polizei Zustandigkeiten

Bundeslanderebene Bundesebene
Landeskriminalamt Bundeskriminalamt
Ermittlungsbereich 10 Referat 8.2.1

......
BicH

.
mmm Osterreich ¥

;;;;;
o,
ssssss

"= Bundesministerium o
www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

Auswirkungen d. Covid-19-Pandemie

am Beispiel ,,sexueller Ausbeutung*

Verbot der Prostitutionsaustibung
(Lockdown/Beschrankungen)

» massiver Anstieg d. illegalen Prostitutionsaustbung
» Ruckgang der Registrierungen

» Erschwernis fur Ermittlungen
» Kontaktaufnahme = Anzeigeerstattung




"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

Ukraine-Krieg - Menschenhandel

Sofortige Einleitung von PraventivmaRnahmen

= Verteilung von NGO/Polizei-Flyer

= Aufstellung von Plakaten — Bahnhofe/Ankunftszentren, etc.

= Sensibilisierung u. Handlungsanleitung an alle Polizeidienststellen
= Kontaktaufnahme (laufend) zu div. Organisationen

= Kontrolle v. Rotlichtlokalen mit ukrainischen Personen

= Durchsuchen von Online-Inseraten mit Bezug Sexdienstleistungen

» derzeit KEIN bestatigter Fall v. Menschenhandel

"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskrimin alamt

Opferorientierte Ermittlungen




"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

Menschenhandel vs. anderer strafrechtlicher
Delikte

» Ermittlungszentrum = Opfer

» Aussagebereitschaft der Opfer (Polizei/Gericht)
» Beziehung Opfer/Tater

» Background/Vorgeschichte der Opfer

» Opferschutz u. Betreuung

"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

Nationale Empfehlung der Vorgehensweise
bei dem Verdacht auf Menschenhandel

10




"= Bundesministerium / \
Inneres Hinweise, Anzeigen www.bundeskriminalamt.at

Bundeskriminalamt auf Menschenhandel an

r jede Polizeidienststelle l

Menschenhandelshotline:

ey ~R q +43 677 61 34 34 34 Betreuung der Opfer 0
Polizeiliche Ermlﬂlungen menschenhandel@bmi.gv.at > 15 Jahre LEFO-IBF
Landeskriminalamt
Bundeskriminalamt =18/ Jahre MENIVIA
Opferschutzeinrichtung

ugendwohlfahrt / Jugendhilfetrager .

&
Qualifizierter \ I
Opferschutz

Opferschutz-
einrichtung
Information tiber Rechte;

Aufenthalt;

Polizei gemeinsam mit

. Vertrauensperson - ﬁf}i:;::gd:ic.here
Anzeigeerstattung an Obsorgeperson szess[)ggl g{ung'
Staatsanwaltschaft (StA) . Opferschutzeinrichtung e

Kinder- Jugendhilfetrager

freiwillige Ruckkehr;
soziale (Re)Integration

SECRL G \ Vernehmung der Opfer durch }

Ermittlungsverfahren durch StA
Gerichtsverhandlung
Urteil;
Entschadigungszuspruch fiir
Opfer;
Schadenswiedergutmachung

Veranlassung d. (schonenden) Opfervernehmung -
kontradiktorische Befragung

Anklageerhebung gegen Beschuldigte

(oome

11

= Bundesministerium o
www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

Identifizierung von Opfern und Tatern

12



mailto:menschenhandel@bmi.gv.at
mailto:menschenhandel@bmi.gv.at

"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskrimin alamt

Kriminalpolizeiliche
Informatlonsgewmnung

N

POLIZEI* —— Spitaler/Arztinnen
Krlsenzentren § 54 ArzteG

Anzeigen

O-VERBINDUNGSBEAMTE
Opfer \ i

Datenbanken
(autoMail / Analyse)

JMNT
OPERATIONAL

OFFICE

VP / Quelle div. andere Behﬁrden/SoziaIeinrichtungen
(Finanzpolizei, Arbeitsinspektorate,

Caritas, etc.)

13

"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskrimin alamt

> polizeiliche/behordliche Wahrnehmung

* in Ausiibung des Normaldienstes
+ Kontrolltatigkeiten

» Wahrnehmung durch Dritte

> Opfer gibt sich selbst zu erkennen

+ bei Strafverfolgungsbehérden
+ bei Opferschutzeinrichtungen
» bei anderen NGO oder Sozialeinrichtungen

14




"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskrimin alamt

"= Bundesministerium
Inneres

. Indikatoren

www.bundeskriminalamt.at

Nichts muss... / ...alles kann

++ Indikatoren sind nur eine Auswahl

+* Menschenhandel verandert sich laufend

% Opfer geben sich oft nicht zu erkennen
« Opfer sehen sich selbst nicht als Opfer

s Opfer stehen unter Druck/Zwang/Angst

16



"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Indikatoren

Allgemein:

» wirkt eingeschuichtert

* nicht kooperativ, dissozial, eventuell sogar aggressiv
» schlechter Erndhrungszustand/Allgemeinzustand

+ sichtbare Merkmale von Misshandlungen

» Selbstverletzungen, ungepflegtes Aussehen, Alkohol- oder
Drogenmissbrauch

» weil} Uber die Begleitperson kaum Bescheid / Begleitperson
Ubernimmt das Gesprach

17

"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Indikatoren

Kinder:

+ alleine oder in Begleitung von Erwachsenen, die vorgeben
,Eltern’ oder ,Erziehungsberechtigte’ zu sein

« zeigt Unwohlbefinden bei Kontakt mit Erwachsenen

Bettler/innen:

» Bettler(in) mit korperlichen Gebrechen / geistigen Behinderungen

,da stimmt etwas nicht“

18




"= Bundesministerium
Inneres

Bundeskriminalamt

www.bundeskriminalamt.at

Befragung/Vernehmung von Opfern und

deren Unterstitzung

19
= Fﬂuﬂn:zzministerium www.bundeskriminalamt.at
VERNEHMUNG
Vorbereitungen/Uberlegungen im Vorfeld
* richtige Wahl der Vernehmungsraumlichkeit
* Vermeidung von Stérungen/Unterbrechungen
» Zugang zur Raumlichkeit bedenken
20

10



Inneres

"= Bundesministerium

www.bundeskriminalamt.at

Bundeskriminal

VERNEHMUNG

> Dolmetsch

Muttersprache

Richtige Wahl >  J'Q

Frage: ist der/die Dolmetscher/in flr sensible
Themen geeignet?

Dolmetscher/in in weiteren Vernehmungen

beibehalten, wenn moglich

21

Inneres

"= Bundesministerium

www.bundeskriminalamt.at

VERNEHMUNG

» Vorgesprach - ,,warm up*

versuchen eine Vertrauensbasis zu schaffen
Praferenzen betr. Befragungsperson 49
Getranke/Essen anbieten

wenn mdglich und erwinscht Rauchen lassen
Zeit lassen, nicht versuchen zu drangen

nicht gleich das erste Gesprach muss/kann zum

Erfolg fihren

22
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"= Bundesministerium
Inneres

Bundeskriminalamt

VERNEHMUNG

» Sachverhalt
* Erzahlung des Opfers / keine Zusammenfassung
» Ausdrucksweise des Opfers verwenden

* Nichts Verschonern/Umschreiben

Befragung von Kindern)

www.bundeskriminalamt.at

+ ev. Emotionen des Opfers mitdokumentieren (Vergleich

23

"= Bundesministerium
Inneres

VERNEHMUNG
» Befragung von Kindern

» Zusammenarbeit Jugendwohlfahrt/Obsorgeperson

++ besonders geschulte Beamte/innen
+ eigener Befragungsraum mit Ton- und Videoaufzeichnung

+ spezielle Befragungsmethoden dem Alter entsprechend

+» aus eigenem
+ Befragungsprotokoll fihren - Frage/Antwort

* Emotionen/Reaktionen dokumentieren

www.bundeskriminalamt.at

24
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"= Bundesministerium
Inneres

i UNTERSTUTZUNG

» Wahrung jeglicher Rechte

» Personlichkeitsschutzrechte

(Recht auf Achtung/Anerkennung der personlichen Wirde)
» Feststellung besonderer Schutzbedurftigkeit

(zB.: Opfer v. Sexualstraftaten, Minderjahrige, schlechter

seelischer/gesundheitlicher Zustand)

» schonende Vernehmung vor Gericht

www.bundeskriminalamt.at

» Verstandigung Uber Freilassung aus der Haft/Flucht/Wiederergreifung

von Beschuldigten, etc.

» Respekt/Wertschatzung

25

"= Bundesministerium
Inneres

i UNTERSTUTZUNG

> bei schonenden Vernehmungen vor Gericht

« Absprache mit Opferschutzeinrichtung/Opferanwalt

+ Sicherung von Zugang/Abgang zum

www.bundeskriminalamt.at

Gerichtsgebaude/Vernehmungsraum (Erkundung der Ortlichkeit im

Vorfeld/Ausweichrouten)

» SchutzmaRnahmen (Verkleidung, Mitfiihren einer Decke, etc.)

» \Verbleiben vor Ort wahrend d. Vernehmung und Beobachtung des

Umfeldes

26
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"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

Behordenubergreifende Zusammenarbeit

27

"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

SICHERHEITSPOLIZEIGESETZ

§ 25 Abs. 3 SPG

» anerkannte und durch BMI beauftragte Opferschutzeinrichtungen
LEFO-IBF, MEN VIA

§ 56 Abs. 1 Pkt. 3 SPG

> Ubermittlung personenbezogener Daten
(Einwilligung d. Opfers nicht erforderlich)

28
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"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

Opferschutz Behorden

* National

* NGO's
* Europol

» Jugendwohlfahrt
* Interpol

+ Int. Organisationen

(z.B. 10M, UNODC) + PKZ
+ BK/5.1 (VHR) * Verbindungsbeamte

* Partnerdienststellen

* Frontex

29

"= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

Menschenhandelsbekampfung =

30
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= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

31

= Bundesministerium

www.bundeskriminalamt.at
Inneres

Bundeskriminalamt

Vielen Dank fur lhre Aufmerksamkeit!

32
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: Co-funded by the European Union

D.M. Noordzij LL.M M.Sc,
Senior Public Prosecutor human trafficking and migrant smuggling from the Netherlands
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ERA
Table of content
i. Victim’s rights
ii. Prevention from secondary victimization
iii. Victimless prosecution strategies
iv. Non-punishment principle
v. Victim compensation
2



30ERA
Learning objectives
i.  What may be the causes of secondary victimization in THB
cases (criminal investigations and proceedings).
ii. What measures can be taken to prevent secondary
victimization.
iii. Which victim rights can be derived from EU regulations, and
how these can be implemented in practice.
3OERA

ECHR Rantsev vs Cyprus and Russia

The Palermo Protocol and the Anti-Trafficking Convention refer to the need for a
comprehensive approach to combat trafficking which includes measures to prevent
trafficking and to protect victims, in addition to measures to punish traffickers (ECHR:
Ranstev v. Cyprus & Russia , 7 January 2010, nr. 25965/04).

States have positive obligations to act against THB, and by. By not doing so when there
are clear indicators, article 4 of the ECHR is violated.

This includes safeguarding “practical and effective protection of the rights of victims or
potential victims of trafficking”

11/21/2022



0ERA
Victim’s rights EU legal framework

The 2005 Council of Europe Convention on Action against Trafficking in Human
Beings (CETS No. 197) (The Warsaw convention)

Directive 2012/29/EU of the European Parliament and of the Council of 25 October
2012 establishing minimum standards on the rights, support and protection of
victims of crime (the EU Victims’ Directive)

Directive 2011/36/EU of the European Parliament and of the Council of 5 April 2011
on preventing and combating trafficking in human beings and protecting its victims
(the EU Trafficking Directive)

5
30ERA
. . y =
Victims’ rights
Access without delay to legal counseling and legal representation - art. 12 (2)
Possibility to claim for compensation or to have access to existing schemes of
compensation to victims (art 17)
Appropriate protection on the basis of an individual risk assessment — art 12 (3)
Receive specific treatment aimed at preventing secondary victimization
According to the EU THB Directive @i i
6
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0ERA
Informative interview

Informative interview (intake) with a certified THB-investigator before the complaint

- Explaining the criminal procedure

- Providing for (information about) victim support, legal/psychological assistance and protection
(referral and risk assessment for safety/specific needs and possible subsequent measures)

- Providing for information about the possibilities to apply for a temporary residency permit

- Announcing that an investigation ex officio (victimless prosecution) can be conducted

Written report (audio reordering is possible)

i

7
- - 30

Temporary residency permit for  *ERA

THB victims
The provisions on temporary residence permits for victims of trafficking in Europe

- the 2004 EU Residence Permit-Directive (linked to cooperation of the victim)

- the 2011 EU Anti-Trafficking Directive (unconditional)

- the Council of Europe (CoE) Anti-Trafficking Convention of Warsaw (unconditional)
Renewable residence permits can be granted to victims of trafficking on personal grounds
and includes a range of situations: victim’s safety, state of health, family situation, etc.

8
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30ERA
Secondary victimization

Criminal proceedings should not increase the suffering and the harm to the victim.

Bottlenecks in the criminal proceedings:
= the fact that the process is focused on the perpetrator,
= the long duration,
= the sometimes cool or unintimidating treatment by procedural actors
= doubts about the credibility of the statement,
= the way in which the victim is treated by the suspect's lawyer
= dissatisfaction with the outcome.

Secondary victimization can be reduced through: proper treatment (next slide),
recognition of the victim as an involved party, provision of information, legal and
psychological assistance, safety and the shortest possible criminal procedure.

Victims’ rights - minimum VERA
standards of proper treatment

According to the Dutch Human Trafficking Directive minimum standards of proper
treatment of victims during court proceedings is (amongst other things) providing
for information/assistance about/with:

-all important decisions in the criminal investigation;

-the release of a suspect/ render of judicial decisions;

-to get court documents disclosed;

-legal counsel and interpretation

-progress of the case

-support with obtaining compensation for material and immaterial damage;

-the right to speak and to make a written victim statement during court sessions.

11/21/2022



30ERA
Secondary victimization li

Human trafficking victims are particularly vulnerable to secondary and repeat
victimization, to intimidation and to retaliation.

Special measures during court proceedings to victims of human trafficking and victims
with specific protection needs identified (in general):

= Avoid unnecessary repetition of interviews — art 12 (4);
= Avoid visual contact between victims and defendants — art 12 (4) and art 23 (2);
= Avoid the giving of testimony in open court (with public present) — art 12 (4) and art 23 (2);

= Avoid unnecessary questioning concerning the victim’s private life not related to the
criminal offence — art 12 (4) and art 23 (2)

According to article 12 (4) of the EU THB Directive and article 23 (2) of the EU Victims’ Directive

0ERA
Secondary victimization Il

Special measures during criminal investigations to victims with specific protection
needs identified:

a) interviews with the victim being carried out in premises designed or adapted for that purpose;
b) interviews with the victim being carried out by or through professionals trained for that purpose;
c) allinterviews with the victim being conducted by the same persons (...);

d) allinterviews with victims of sexual violence, gender-based violence or violence in close
relationships (...) being conducted by a person of the same sex as the victim

(Article 23 Directive 2012/29/EU of 25 October 2012 establishing minimum standards
on the rights, support and protection of victims of crime)

11/21/2022
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ERA
*x

The Non Punishment principle

13
30ERA
Learning objectives
i) What the non-punishment in a human trafficking-context entails
i) On what international framework this principle is based
iii) How this principle can be applied in your practice of
investigations and prosecutions
14



30ERA
The non-punishment principle

Trafficked persons should not be punished for illegal
conduct that they committed as a direct consequence
of being trafficked.

%
(b

ERA
International legal framework

Article 26 of the 2005 Council of Europe's Trafficking in Human Beings Convention
= “Each Party shall, in accordance with the basic principles of its legal system, provide for

the possibility of not imposing penalties on victims for their involvement in unlawful
activities, to the extent that they have been compelled to do so.”

Article 8 of the EU Directive on trafficking in human beings provides (2011/36/EU)
= “Member States shall (...) take the necessary measures to ensure that competent
national authorities are entitled not to prosecute or impose penalties on victims of
trafficking in human beings for their involvement in criminal activities which they have
been compelled to commit as a direct consequence of being subjected to [human
trafficking]”

Atrticle 4(2) of the 2014 Protocol to the 1930 ILO Forced Labour Convention
= Similar to EU Directive

11/21/2022



30ERA
Broad range of unlawful acts

Consequential offences
= Exploitation of criminal activities
= Other offences in which the purpose of the trafficker is directly aimed at

Status-related offences
= Offences linked tot the migration status of the victim (f.e. possession of a false identity
document or not having a work permit)

Secondary offences
= ‘Liberation offences’ (to escape situation of human trafficking)
= Offences where victims are assigned a role by their trafficker in maintaining the human
trafficking situation towards other victims (very prevalent)

Source: Schloenhardt & Markey-Towler (2016) and Jovanovic (2017)

ERA
Case law

Case of V.C.L. and A.N. v. The United Kingdom
European Court of Human Rights 12 January 2021 (Applications nos. 77587/12 and 74603/12)

Art4
= Domestic authorities’ failure to take operational measures in line with international standards to
protect minors prosecuted despite credible suspicion they were trafficking victims
= No initial, prompt assessment of trafficking status
= Inadequate reasons provided for continuing prosecution, despite PPO’s finding ‘perpetrators’
were trafficked

Art6 §1
= Failure to investigate applicants’ status as potential trafficking

victims affecting overall fairness of criminal proceedings

11/21/2022
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30ERA
Application of the NP principle

Implementation of international legal definitions into domestic legislation

OSCE (2013) Policy and Legislative Recommendation for Model Law on trafficking in
persons. Article 10 provides for a model provision on the ‘non-liability principle’.

Application through:
= Charging and prosecution policies
= Statutory defences (or pre-existing criminal defences as duress or necessity, or self-defence)
= Sentencing/Judicial excuse
= Criminal records / vacating guilty convictions

\/
A sentence imposed should always reflect the degree of responsibility of the
offender in respect of the seriousness of the crime committed.

Court of Appeal The Hague, January 19th 2010, ECLI:NL:GHSGR:2010:BK9406 i

19

VERA

Victim compensation
(Dutch practice)

20

10


https://deeplink.rechtspraak.nl/uitspraak?id=ECLI:NL:GHSGR:2010:BK9406

30ERA
Victim compensation

Article 15 van het 2005 Council of Europe Convention on Action against
Trafficking in Human Beings

Under 3: Each Party shall provide (...) for the right of victims to compensation
from the perpetrators.

Under 4: Each Party shall adopt such legislative or other measures as may be
necessary to guarantee compensation for victims in accordance with the

conditions under its internal law, for instance through the establishment of a o
fund for victim compensation (...)

21
30ERA
Victim compensation
1. Joining the criminal proceedings as an injured party
2. Compensation enforced by the state
3. Compensation order
4. Violent Offences Compensation Fund
5. Confiscation Order
L
\
[ |
22
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Joining the criminal proceedings *ERA
as an injured party

“The person who has suffered direct damage as a result of a criminal offense may
join the criminal proceedings as an injured party with respect to his claim for
compensation." (art. 51f CC)

Civil process within the criminal process
» Provide for substantiation of a wrongful act (burden of proof on PPO)

* Provide for substantiation of material and/or non pecuniary damage as direct
result (burden of proof on the victim.

Amount of damage
» Standard jurisprudence in relation to material damage: standard plausible amounts in
(forced) prostitution (shift of burden). Up to 10 customers a day. 50-70 euro’s per
customer.
» Immaterial damages: judge has large discretionary power and must determine the
damages according to fairness.

Joining the criminal proceedings *ERA
as an injured party

Substantiation for immaterial damages.
= Physical injury automatically opens door to claims
= Psychological injury has to be substantiated with reports from experts (f.e.).

The Supreme Court has determined that exceptions to this rule may be accepted in
connection with the “particular seriousness of the norm violation and its impact on the
victim.“
“Considering the offence constitutes such a serious violation of a fundamental right (i.e., the
right to self-determination and physical integrity) that this in itself should be considered an
infringement of the person. Thereby, even without the presence of a report acknowledging
psychiatric recognized illness compensation for damages may be at issue.”
= ECLINL:HR2004:A07721 and PHRL2015:924

Case comparison: between 10,000 and 25,000 euro’s for immaterial damages

11/21/2022

12



30ERA
Compensation enforcement

The court can either impose a partly suspended sentence under the condition that
the offender pays compensation (sect. 14c CC), or can impose a compensation
order (sect. 36f CC). Compensation orders are enforced by the State.

Suspended sentence only up to 4 years of imprisonment

Condition of the donation of a certain sum of money (not exceeding the maximum
statutory fine) to the Criminal Injuries Compensation Fund

=

0ERA
Compensation order (art. 36f CC)

The compensation order is an autonomous criminal measure that can be imposed (as a
sentence) alongside other punishments and measures (sect 36f paragraph 3 CC).

State Treasury collects the compensation for behalf of the victim

In cases of non recovery of the full amount due, the Court can order default detention of
one year maximum. However, the execution of this default detention does not cancel the
obligation to pay on behalf of the victim (article 36f paragraph 8 of the Criminal Code).

Advance payment scheme (not capped for THB victims).
= State pays the amount of the compensation measure as an advance payment to the
victim, if within eight months after the verdict judgment has become irrevocable has
not or has not fully fulfilled his has fulfilled his payment obligation

11/21/2022
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30ERA
Violent Offences Compensation Fund

Victims will receive, depending on the severity of the physical or psychological injury and
the circumstances under which the violent crime was committed, a fixed amount.

THB victims can receive an all-in amount ranging from € 10,000 to € 35,000.

The Compensation Fund makes the payment conditional upon the compensation
subsequently received by the victim (for example, an award of the injured party's claim)
may still be deducted from the amount.

The Compensation Fund pays out annually around 20.4 million euros to victims. The
number of claims is around 9,250. Of these claims, 5.36 percent involve applications that
address human trafficking victimization. So that's about 500 claims on a yearly basis.

The criterion for victimization is plausibility (thus not only on the basis of court rulings).

30ERA
Confiscation order

On January 1, 2014, the Victims Preservation Act went into effect

This law allows for the confiscation of assets on suspicion of serious crimes, including
Human Trafficking. Assets may be confiscated to preserve the right to recovery for a
compensation order to be imposed in respect of that crime

Conservatory confiscation can be made pursuant to article 103 CC after the supervisory
judge, -at the request of the Public Prosecutor- has granted authorization for this
purpose.

Prevention from transferring or encumbering by the suspect of his assets before he is
actually sentenced to a compensation order.

11/21/2022
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Sicherheit, Unterstltzung und

Opferrechte aus der Perspektive einer
NGO

LEF('ju— Interventionsstelle fur Betroffene des Frauenhandels
(LEFO-IBF)

Evelyn Probst

With financial support from the European Union’s Internal Security Fund
— Police 2014-2020

Betroffene von Menschenhandel

 Opferidentifikation und Schutz vor Tatern

e Unterstlitzung wahrend der rechtlichen
Verfahren

e Zugang zu Schadenersatz und Schmerzengeld
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Frauenhandel in Osterreich

Griindung LEFO —
Interventionsstelle fiir
Betroffene des
Frauenhandels

1. Nationales
Seminar = BMI AG

Griindung LEFO

LEFO Es kommen vermehrt Frauen mit Definition
Ausbeutungserfahrungen zu LEFO;
rechtlicher Rahmen fehlt

1985 é% 8’8\:}\6 1995 1996 ) 1998
e A
“E':“: -3 29®

& o ¢ W

SN (AR
Exkurs Frauenbewegungen \8_8/ oseee
1980er 1990er

LEFO — Interventionsstelle fiir Betroffene von
Menschenhandel

* LEFO-IBF ist eine anerkannte Opferschutzeinrichtung nach §25 Abs 3 SPG,
die, im Auftrag des Bundesministeriums fiir Inneres und des
Bundeskanzleramts — Abteilung Frauen und Gleichberechtigung, die in ganz
Osterreich tatig ist

* |BF: bietet direkte Unterstiitzung fir betroffene Frauen und Madchen an,
Uberwacht die Situation des Menschenhandels und betreibt Lobbyarbeit
flr alle mutmaRlich von Menschenhandel betroffenen Personen

* Nationales und internationales Netzwerken: zum Schutz der Rechte von
betroffenen Frauen und Madchen, Mitglied bei GAATW und La Strada NGO
Plattform inklusive Datenschutz und Menschenrechtsverletzungen
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Opferidentifikation und Schutz vor

Tater*innen

* Sicheres Wohnen: temporare Unterkiinfte

* Sichere Unterkiinfte mit sozio-kultureller Mediation in
geheimen Wohnungen

* Selbstbestimmung aufbauen

* Angepasst an individuelle Bedlirfnisse von betroffenen
Frauen und Madchen ab 15 Jahren

Opferidentifikation und Schutz vor
Tater*innen

* Vorurteile: aber die Grenzen sind geschlossen, warum sollte es
ein Opfer geben?

* Sexarbeiterinnen, die in Osterreich festsitzen: kein Einkommen,
Abhdngigkeit von Vermittlerinnen, Zunahme des Missbrauchs
der prekaren Situation

. ﬁeGirédirekter Kontakt von vor Ort ist: weder Beh6rden noch
S

e Zunahme der Ausbeutung von Arbeitskraften, obwohl ein
groller Bedarf an Arbeitskraften besteht: Landwirtschaft und
Pflegearbeit
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Aackaeo & Welcome to §-°

B siTkHynucA 3 Baratbma HeGesnexamm - y
' You've faced many dangers.
BaraTo nioed MPOMIOKYIOT, BaM MIATPAMKY. u s rl a
A i.l.' R [ ] Many are offering support
Ao Bc I p B au'saiite npo provme Toprien! moasam. Not everyone is on your side.

- = stay Safe e ot
3anvwaiitecs y 6esneu;. RS
MNACNOPTHANEXATb TINTbKUBAM

Trust your gut Trips are free of charge: Offered by railways,
o Gemourmom+ MponoHyIoTs Sankri, A s

ieeing. Stay away NGOs or self-organised groups or airines. You
Hikonu we signasaiie Tx HYO @60 camcopraHoosaH rpynM Wt g, S8y vy 9 o

i Mommsire I G St RaTRR e from*heers"who —7 don'tneedtopay, youdon'thaveto compensate.
opravis. C i f;""a;ﬂ“;;g Hide the cash you carry on you: Even in multiple
Ta 3Bepiraie ix © ayke Gonaitie iy i teciwe 3 EoBol ek places. Assume that any bag or luggage you
GesnexHomy Micui ooy ko, e TROYCIANG, carmy may have to be left behind at some point

sl 0 gt hidden interests.

nepesc:ITe, MOKNED, 8 MUACH MOMEHT Back-up: Take pictures of car

plates of any car you get into.
[ACBEAETLCH SANMUMTIA.
w YOUR ID & ORT BELONG TO YOU. |G

PesepaHe KoNkoBaKHs numbers and credit card data.

[osipritre cBolf iTylul oropadyie AsTOMCGIH  HovepH
Toumaireca nogani eia Oy DD BTOMOGITA BWHHEHOFIBETE, Never give them to anyone
anoMiHMKIBY, AKI e Erauosite smovel Teneod other then state authorities.
cnpwimarTs  «Hls Ax HOMEDH T 3H DRV KA. Takea picture of andkeep them
Si0Bias. Y HiX MOKYTS in a very safe place.

GyTHrpMxoBaNi NTepech

NPOXWBAHHS BE3KOLWTOBHE KOMU XTOCb NPOMNOHYE ACCOMMODATION IS FREE WHEN YOU ARE OFFERED A JOB
BAM POBOTY

BanwTyiiTe 3a3aANerias, Ui CHRYOTS Ask in advance, If anything is Ask about the conditions beforehand
sia sac worock AnR nonopo expected of you for traveling o Its important to know what the salary
4 wodenl B nesrowy mcul. He ATV, K8 Gy3@ SAPINAT| 4H BRINGHO COUJANGHE sleeping at a oertain piace. Do not will be and if social insurance is included.
piIASHTE NATPHMKY B3 TOMD, XTO CTpaxyBanHA. Bau He NOTRIGHO NPaLIOBATH, SKLID accept support fom someone You don't have to work if the conditions
erae 4oroch y BiAn0siae. YMOBM He BIANOBIAAIOTL BAWMM AOMOBNEHOCTAM who expects something in retum. are not what you agreed on or unsafe atter

860 poBoTa, AKy 821 NIPONOKYIOTS, He & Geanessioro] you start working!

& 004317900206 Teel threatened o in Q 001417069096
»
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Sicherheitspolizeigesetz

* § 56 Abs. 1: gestattet die Weitergabe von Daten der Sicherheitsbehoérde an
geeignete Opferschutzeinrichtungen, soweit dies zum Schutz gefahrdeter
Menschen erforderlich ist

* §25 Abs 3: Diese Bestimmung ermoglicht es dem Innenminister, geeignete
Opferschutzeinrichtungen vertraglich damit zu beauftragen, (potentielle)
Opfer von Gewalt, im Sinne einer Privention von (weiteren) Ubergriffen, zu '
beraten und zu unterstitzen (Interventionsstellen).
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Unterstitzung wahrend der rechtlichen

Verfahren

Beratung: psychosoziale, psychologische , soziale, Gesundheits-
und Lebensberatung sowie Psychotherapie

* Rechtliche Intervention bezliglich Aufenthalt und
Arbeitsrechten

* Psychosoziale und rechtliche Unterstltzung in Verfahren
inklusive Begleitungen zu polizeilichen Verhoren

* Erholungs- und Bedenkzeit
Vertraulich — Anonym - kostenfrei

Unterstlitzung wahrend der rechtlichen
Verfahren

Basierend auf der Strafprozessordnung:

* Psychosoziale Unterstitzung wahrend des Verfahren,
Anwesenheit in allen Gesprachen

* Rechtliche Reprasentation durch eine*n Anwalt*in

* Sicherstellung der Rechte wahrend des gesamten Verfahrens
* Schutz der Identitat

* Schonende Vernehmung

¢ Ausschluss der Offentlichkeit

10
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Unterstitzung wahrend der rechtlichen

Verfahren

Soziale Inklusion: Mentoring Programm
 Unterstitzung bei der Arbeits- und Wohnungssuche

* Wohnungen fur unabhangiges Leben mit anfanglicher
psychosozialer Unterstiitzung

11

Zugang zu Rechtsmittel, Entschadigung und
Schmerzengeld

» Zugang zu Aufenthaltstiteln oder internationalem Schutz
* Zugang zu Entschadigung als Teil des Strafverfahrens
» Zugang zu unbezahlten Gehaltern

* Zugang zum Sozialsystem, wie dem Pensionssystem und
dem Gesundheitsystem

* Opferorientiert Justiz

12
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BERATUNG, BILDUNG
UND BEGLEITUNG
FUR MIGRANTINNEN

25 Mar 2022

U itional i & p! ion of trafficked persons,
regardless of their status and initiation of criminal proceedings

Granting procedure for residence permit for VoT:

Low level of bureaucracy / Set time-frame by law

For cooperation:
Low threshold:

e.g. filing a complaint, ceasing relations
vath the alleged explorters.

For personal situation:

Assessment by multi-agency group
using a standard set of crteria.

Residence permit with
access to the labour market

Right to renewal:

Aright to renewal simultaneously shall
entail a right to appeal in case of rejec-
tion or withdraw of residence permit.

Right to appeal decision:
When the residence permit is not

granted, VoT shall have a right to appeal
the decision.

This scheme applies for all forms of exploitation. Whatever the option of residence permit is, all of
them must be offered in the early stage to enable VoT to (rejouild a stable, secure and independent
life. There should be no hierarchy between the two options for obtaining residence permit for trafficked
persons. This scheme has to ensure the harmonisation and coherence with asylum and alien law.
Ensure that a risk assessment is carried out before 1 ider the itarian right to resk for
reasons relating to the protection of the right to family and private life (Art. 8 ECHR).

Zugang zu Entschadigung: Osterreich

Schadensersatz

Strafverfahren

14
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25 Mar 2022

Zugang zu Rechtsmittel, Entschadigung und

Schmerzengeld

* Vorbereitungen von sicheren Ruckkehren inklusive
Gefahrenanalysen, in Zusammenarbeit mit
Organisationen im Herkunftsland

15

Vielen Dank! Bleiben Sie mit uns in Kontakt:

www.lefoe.at

www.facebook.com/lefoe1985

ibf@lefoe.at
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